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Abstract

Radio Frequency Identification (RFID) provides the basis for the envisioned "internet
of things" and ubiquitous computing. Numerous publications, exposing new potential
threats or providing safeguards to them, appear every year, creating a diverse research
field. We study this available literature in the RFID field and give an overview of the

trends in RFID research and provide a number of observations on RFID.

The first part of this thesis gives an introduction to RFID and describes the basic
functions of RFID. The following part examines available literature reviews on either
RFID or security. Subsequently, we will study the current state of the art in RFID
research and observe a number of facts that influence RFID research. Finally, this thesis

gives a small statistical overview and a simple classification of the examined literature.
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Chapter 1

Introduction

Radio Frequency Identification (RFID) is a technology for wireless information exchange
over short distances. This work examines the current state of the art in RFID security
and privacy and contributes a literature review based on over 150 publications. It
features an overview of other literature reviews on both RFID and security. Moreover,
this work contains a number of observations on the current knowledge on RFID security
and privacy and studies different threats to RFID as well as approaches to protect
RFID systems from these threats. In that chapter, we will also analyze new threats
like RFID viruses and security case studies on the new RFID equipped e-passports. In
addition, this work also contains a small statistical part on available RFID literature

and a classification of the examined publications based on the presented observations.

Even though the RFID technology itself was developed during the last 50 years, recent
developments in the field of low cost RFID devices began to finally show its ultimate
potential [77]. The possibility of adding (minimal) computing capabilities to every-
day objects will most certainly make RFID ubiquitous in the near future [166]. RFID
transponders will then be added to clothes, supermarket products, medicine and many
other items, creating an ever present computing environment, in all parts of everyday

life. Even today, RFID commerce already constitutes a vital and expanding market [80].



Chapter 1 Introduction

Judging by evidence from recent years, RFID industry will continue its rapid growth

during the following years (see figure 1.1).
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Figure 1.1: RFID sales growth (from [80])

Most obviously, a technology, so promising and potent, raises vast concerns about se-
curity and privacy. Spreading news about major economic players adopting RFID has
caused initiatives by data protection activists!. Today, RFID receives enormous at-
tention from both the media and on the web?. Criticism sometimes even takes rather
hysterical forms, as some critics use theological arguments against RFID. They cite a
passage from the New Testament’s "Book of Revelation", saying that "[the Beast| causes
all [...] to receive a mark on their right hand or on their foreheads..." ( [179] page 31).
This is where RFID implants are placed in the human body. While most of these im-
plants are strictly for medical reasons (i.e. notifying medical personnel of the patients
individual needs), some RFID implants are used by nightclubs as some sort of "cool"
payment system?®. This causes another correlation with the "Mark of the Beast", which
the bible describes as a prerequisite to buy or sell any goods ("...so that no one could buy
or sell unless he had the mark."). For this reason, a small group of religiously motivated

RFID critics sees RFID as a tool of the "antichrist".

Lsee, for example http://www.boycottgillette.com
2See http://www.rfidjournal.com
3See http://www.theregister.co.uk/2004/05/19/veripay/
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1.1 Why RFID

RFID offers a cheap and efficient way to add automatically processable data to objects
without requiring physical or optical contact. Therefore, RFID enables automated data
collection without causing unnecessary delays or sacrificing customer convenience. Be-
cause of this, RFID is used in automated supply chain management, where it enables
automatic scanning of goods on entering or leaving factories, automatically adjusting
logistics and thereby reducing out of stock times. In addition, RFID is used for access
control, animal tagging and is envisioned to replace the bar code as point of sale tech-
nology [179]. All of these applications increase consumer convenience. People only have
to wave their wallet, containing an RFID transponder, close to a reader to pass secured
gates, animal shelters can inform owners about impounded tagged pets and supermarket

customers experience less out-of-stock items, through automated reordering.

While all of these ideas are excellent in theory, in practice they show their shortcomings.
Contact less access control is vulnerable to some of the attacks presented later in this
work and therefore not yet applicable to high security areas. Item level tagging in
supermarkets is still to cost intensive [161], as obviously, it is economically ridiculous to
embed tags, of about 50 cents to one dollar cost, in products of roughly the same price.
Last, the animal tagging system suffers from the diversity of standards and suppliers.
Thornton et al. ( [179] page 12) present a story about pet, being euthanized, because
the shelter was unable to detect its tag. This happened because the tag came from a
different supplier than the shelters reader. Therefore, a lot of work is required on cost
factors, standardization and security before RFID finally becomes a truly ubiquitous

technology in everyday life.

10
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1.2 History of RFID

Even though RFID is a fairly new technology, it has a rich history. Landt [107] traces
the ancestry of RFID back to the beginning of time. The electromagnetic remnant of
the Big Bang, the scientific explanation for the creation of the universe, is the energetic
background of RFID. With the advance of radio transmission technologies at the begin-
ning of the twentieth century and the invention of radar during World War II, the real

history of RFID was about to begin.

Landt dates the appearance of RFID back to October 1948, the publication date of
Harry Stockman’s landmark paper [176]. The following years saw several RFID related
technologies, like the "identification, friend or foe (IFF)" system for airplanes. The
IFF was a form of long range transponder system, invented to ease the identification of

airplanes in armed conflicts.

In the 1960s several other important papers and inventions |185] were published that
fostered the development of RFID. First commercial uses, like EAS (electronic article
surveillance) systems appeared. These are simple anti-theft devices, mostly only capable

of revealing the presence or absence of cheap 1-bit tags.

The 1970s saw an increasing development speed for RFID, as more and more govern-
mental and academic institutions began to actively work on RFID applications. Fur-
thermore, several large companies like Philips and General Electric became active in the
new market. Landt sees a conference in 1973, sponsored by the International Bridge
Turnpike and Tunnel Association (IBTTA) and the United States Federal Highway Ad-
ministration, as one of the most important events of this decade. It concluded "there
was no national interest in developing a standard for electronic vehicle identification”,
thus encouraging companies to develop a variety of systems. According to Landt, this

was extremely important for the RFID technology in its infant stages.

Increased industry investments and new technologies like integrated circuits, micropro-

cessors and better communication networks allowed the development of what we today

11



know as RFID until the 1990s. The invention of systems, like the EZ-Pass, an automated
toll collection system, marks the beginning of a new era in the development of RFID.
With the increased adoption efforts made by companies and the development of new
technologies that caused a continuous decrease of RFID cost, new applications begun to
spread at a very fast rate. New uses for RFID, including item management, and the bar
code replacement EPC (Electronic Product Code), caused lots of companies to enter the
market, creating a vivid and ever expanding marketplace. In addition, lots of inventions

have been made in this field. At the publication date of Landt’s paper [107], in October

Chapter 1 Introduction

2001, over 350 RFID related patents existed, in the US alone.

Decade Event

1940 - 1950 Radar refined and used, major World War II develop-
ment effort. RFID invented in 1948.

1950 - 1960 Early exploration of RFID technology, laboratory exper-
iments.

1960 - 1970 Development of the theory of RFID. Start of application
field trials.

1970 - 1980 Explosion of RFID development. Test of RFID acceler-
ate. Very early adopter implementations of RFID.

1980 - 1990 Commercial applications of RFID enter mainstream.

1990 - 2000 Emergence of standards. RFID widely deployed. RFID
becomes a part of everyday life.

Table 1.1: RFID timetable (from [107])

12




Chapter 2

RFID Basics

Here we will present an overview on the components and functions of an RFID Sys-
tem. Subsections will include a discussion of major RFID standards and some basic
malicious operations feasible on such systems. In addition, we will present important
facts for discussing RFID security and privacy, like the difference between forward and
backward communication channels or the different collision avoidance mechanisms in

RFID environments.

2.1 RFID architecture

The typical RFID system consists of three parts: Readers, tags and a data-processing

subsystem. These components will now be discussed in detail.

2.1.1 RFID transponder (tag)

An RFID transponder is most of the time referred to as tag. Other possible names,
mentioned in [179] include label or chip. For this work, we will subsequently refer to

it as tag. Tags receive radio signals and automatically transmit appropriate responses.

13
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They roughly consist of two parts. A microchip, for all computational purposes, and
a coupling element (antenna), for communicating with other devices. To discuss their

functionality, the following categories of tags have to be distinguished:

passive tags Passive tags rely on energy transmitted by the reader. On being queried
they collect enough energy to compute and transmit the response. To do so they
have to be inside the reader’s near field. The near field is a physical phenomenon
based on the device’s frequency. For a RFID reader operating on 13.56 MHz, one of
the most common RFID frequencies, the near field is 3.5 meters [179]. Regardless

of the nominal range, the reader-to-tag distance can never exceed this range.

active tags These tags have their own power source. Therefore, they can communicate

over far greater distances, but are a lot more costly than passive tags.

semi-passive tags Semi-passive tags contain their own power source, but need to be in

a reader’s near field to be activated.

2.1.2 RFID transceiver (reader)

The term transceiver is a combination of transmitter and receiver, while the commonly
used term reader originates from the fact that they can be seen as "reading" tags.
Handheld readers usually have an integrated antenna; stationary ones tend to have
separate (and bigger) antennas. Readers are usually placed on strategic positions (e.g.
entrances) to read all passing tags. Obviously, they are less cost critical than tags, as

far less of them are needed to create a useful system.

Readers serve as connection between the data-carrying tags and the data-processing

subsystem.

14



Chapter 2 RFID Basics

2.1.3 Excursus: communication channels

When discussing RF communications, it is important to distinguish between the forward-
and backward channels. The first one denotes reader-to-tag transmissions, while the
second represents the other way round. Forward channel communications are a lot
easier to eavesdrop for adversaries than those over the backward channel, especially in
combination with passive tags. This is due to the fact that readers a more powerful
(bigger antenna and more energy supply) and therefore transmit clearer signals over

greater distances.

_Reader. Tag §\1?:51{_;; 'Eavesdro:-p-er

R

Backward Rangs

Forward Range

Figure 2.1: The eavesdropper is unable to monitor the backward channel, while the

reader can not recognize the shaded tag. (from [187])

2.1.4 Excursus: anti-collision behavior

When talking about anti-collision behavior, there are basically two approaches. First,
tags with deterministic anti-collision behavior contain an individual unique meta-identifier,
in addition to their usual application level identifier. If a reader receives more than one
answer at a time, it queries the responding tags for their meta-identifiers, to single
out the tag, it intends to communicate with. This process is sometimes referred to as
"singulation" [89]. The second approach, is called probabilistic anti-collision behavior.
The term describes all methods aimed at decreasing the probability of collisions, like

transmitting messages at random intervals.
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Chapter 2 RFID Basics

A typical protocol implementing probabilistic anti-collision behavior, is the slotted ALOHA
protocol, utilized by the ISO-14443 standard. The name originates from the ALO-
HANET, a hawaiian communications network, for witch the original ALOHA protocol
was developed. ALOHA based tokens cease transmission if a collision occurs and re-
transmit after randomly chosen intervals. The protocol’s success is based on the fact
that the probability of two colliding tags, retransmitting at the same delay, is quite low.
In the ALOHA protocol, two types of collision are possible. Depending on how much the

messages overlap, one talks of full or partial collisions.

Tag 1 [] [ [l

Tag2 ﬂ ﬂ |—|
Tag 3 |_| |_|
shared [ [ W EE W
Medium s =
complete collision partial

collision

Figure 2.2: An example for collisions in the Aloha protocol (from [21])

The slotted ALOHA protocol, being used now, is an improvement of the original protocol,
using fixed time slots for communication. Obviously, if tags can only transmit at fixed

intervals, no partial collisions do occur.

rsot I | ||| W
02 [ [0 N
Tag 3 |_| |_|

shared [N I [0 . | |

Medium Y

complete collisions {onl
L)

Figure 2.3: Collisions in the slotted Aloha protocol (from [21])

2.1.5 Data-processing subsystem

The data-processing subsystem is, roughly spoken, some sort of computer. It consists of a

back-end database, for storing the read information, and the middleware, responsible for

16



Chapter 2 RFID Basics

exchanging data between the reader and the database. In addition, middleware performs
any necessary transformations on the received data. Depending on the system, back-end
and middleware can be either placed on a single, stand-alone machine or distributed over

a whole network [179].

2.2 Relevant RFID technologies

There are several important standards inside the RFID domain. Here we will present
the ISO-14443 (Vicinity Cards), the ISO-15693 (Proximity Cards) and the EPC Radio-
Frequency Identity Protocols Class-1 Generation-2 UHF RFID Protocol standards. In
the latter case, we will focus on the functionality of the EPCglobal network, for which

the standard was invented.

2.2.1 ISO standards for contactless smart cards

Under the title "Identification cards - Proximity integrated circuit(s) cards", the ISO-
14443 standard describes contactless smart cards with a range of approximately 15cm.
According to Finkenzeller [56], these are predominantly used for "ticketing" purposes.
The norm consists of four parts, defining values like card size and operation frequen-
cies. An interesting remark is that the standards body was unable to agree on a single
communications interface [56]. Therefore, the ISO-14443 standard defines two entirely
different signal interfaces, type A and B, using individual modulation. In addition and
even more important in the given context, type A and B differ in their anti-collision
behavior. While type A uses a deterministic approach, based on the cards identifier,

type B utilizes slotted ALOHA protocol.

The ISO-15693 standard is called "Identification cards - contactless integrated circuit(s)
cards - Vicinity cards". Such vicinity - coupling cards are contactless smart cards of

around 1 m range. Finkenzeller [56] sees their archetypical usage in access control,

17



Chapter 2 RFID Basics

as they can be read without being taken out of the pocket or bag in which they are

carried.

2.2.2 The EPC network

The EPCglobal Network is a technology which allows real-time documentation and dis-
covery of particular goods in a supply chain. To exchange information, it uses the ever

expanding internet.

Initially, the EPCglobal network was invented by the Auto-ID-Center, which was founded
to develop a global, cost efficient system based on open standards. Nowadays the Auto-
ID-Center serves as research division for the EPCglobal Inc., a non-profit organization
for global implementation of the EPCglobal network. EPCglobal Inc. has taken over
the development of standards and published the Generation 2 protocol. This protocol
is globally valid, but not backward compatible to the first generation by the Auto-1D-

Center. Of course, it does offer certain advantages over its predecessor [56]:

e Dense reader mode: Prevents disturbance of neighboring readers.

Separation of memory into four independent sectors, eases storage of individual

data on a product.

Tags are handled like bar codes, several tags are allowed to carry the same EPC

(eases barcode migration)

Better bit-encoding for increased tag detection rate
The EPCglobal Network defines five basic services:

Electronic Product Code (EPC) A unique number to identify products in the supply

chain.

Identification System The system of tags and readers used together with the EPC.

18
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EPCglobal Middleware Administrates data sent by the readers and serves as software

interface to the EPCglobal network’s internet based services.

Discovery Service (DS) Group of services that allows finding data on particular EPCs.

The Object Naming Service (ONS) is one of them.

EPC Information Service (EPCIS) Allows exchange of EPC related data over the
EPCglobal network.

World Wide Web EPCglobal Network
DNS ONS

Web Sites EPC Information Services
Search Engines EPC Discovery Service
Security Services EPC Trust Services

Table 2.1: This table compares the services of the EPCglobal Network to those of the
World Wide Web (from [56])

For a practical implementation of the EPC network, further reduction of its most central
cost factor is required. This is obviously the production cost of EPC tags, as vast
numbers of these are necessary to tag all items by an RFID adopting manufacturer.
Typical EPC transponders are cheap tags, with a minimum functionality, which are
placed on any manufactured unit of a good. They contain the EPC, along with some
optional information about the product. At the same time, only few readers, on strategic
positions, e.g. at the entrance and exit of production facilities, are required to record

any change of information on the tags.

The Electronic Product Code

The EPCs themselves are license plate type numbers stored on every EPC tag to identify
the accompanying product. As a fundamental difference to bar codes EPCs can identify

individual pieces of goods. Technically, they are stored on the EPC tags memory as
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bit strings of individual length, consisting of a header and various data fields defined
by it. Current definitions cover EPCs with 64 - 96 bits. The EPC is stored in one of
the memory sectors of the tag, mentioned earlier. Two of the other sectors, or banks,
are reserved for vendor specific information and optional kill and access passwords. The
fourth bank is reserved for user defined input. On presentation of the 32-bit access
password a tag transitions into secured state, a prerequisite for executing any critical
query like the kill command. The access functionality is optional, so a zero value in the
password field indicates that secured state is not required for such queries. To physically
disable the tag, a 32-bit kill password must be provided. If the value of this field is zero,

the tag does not execute kill statements [77].

How the EPC network works

Finkenzeller ( [56] p. 313) presents a nice overview on the procedures inside the EPC
network. Every company handles information regarding EPC tagged objects individually
and all of the information should be available solely on the EPC network. When an
object is tagged, all related information is stored in the manufacturers EPCIS (EPC
Information Service). The EPCIS then registers this entry with the global DS (Discovery
Service). After a tagged object is subsequently shipped to another company, the new
owner updates his EPCIS with a corresponding entry and again registers it with the DS.
To get all information about the object, the new owner now must look up the original
manufactures EPCIS IP. To do so, she first queries the EPC network’s root ONS for the
manufacturer’s local ONS, then the local one for the IP of the manufacturer’s EPCIS.
The required manufacturer ID is a substring of the object’s EPC. Finally, the user can
now query the manufacturer’s EPCIS for all information related to the EPC on the

tagged object.
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2.3 Basic attacks

In this section we will discuss some of the most basic attacks feasible on RFID systems.
Only "protecting the data" is not enough to prevent them, as serious damage can be

inflicted to such systems without ever changing data [179].

2.3.1 Spoofing

Spoofing means supplying false information that looks valid and is therefore accepted by
the system. An example for spoofing in an RFID environment would be broadcasting

incorrect EPCs (Electronic Product Codes).

2.3.2 Replay

If an adversary intercepts and records a valid transmission, she can perform a replay
attack. In such an attack the recorded data is transmitted to the reader later on. Because
this data appears valid, the system will accept it. Replay attacks can be defeated by
adding encrypted timestamps to queries. As these require computational capacities,

they are hardly feasible with low cost tags.

2.3.3 Denial of service (DOS)

A DOS attack takes place, when an adversary "floods" (hence, its second name: flooding)
a system with more data than it can handle. By doing so, the system is prevented from
performing necessary operations and answering real requests. An RF significant variant
of this attack is RF jamming, when the communications channel is blocked by radio

noise [179].
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2.3.4 Track and trace

The terms "tracing" and "tracking" are often used interchangingly. For scientific pre-
cision, we will subsequently use the term "tracking". Tracking means that adversaries
can identify tags they read before (e.g. by a static identifier). This can be used to for
several malicious practices. In the most harmless case, a merchant could use this to tar-
get advertisement individually at wealthy passersby. Of course, if the same technology
is used by thieves to identify potential victims, the situation looks a lot less harmless.
In addition, automatically collected data about a person’s whereabouts is available to
RFID implementers. In the future, the fact that a tag was read at a particular time and

place could be used in court.

Tracking is also the threat that customers are most aware and afraid of. According to
Thornton et al. [179] this results from a vast number of highly speculative and misleading
media reports. For the same reason, tracking has received a lot of attention by the
scientific community. Numerous proposals on enhanced privacy [4, 89, 157| have been
presented to mitigate the tracking problem. However, some findings by Avoine and

Oechslin [10] indicate that tracing will remain a problem for some time.

2.4 Practical RFID examples

Thornton et al. [179] present several case studies on applied RFID. They try to separate
success stories from failures, but have to admit that there are no real examples for the
latter case. This is due to companies, regarding their RFID initiatives as to premature
to be considered a failure. However, Thornton et al. decided to present Benetton, which
planned to tag clothes, and the Metro Group, which issued RFID equipped loyalty cards,
as failure examples. Both companies had to back down after privacy advocates organized
protests against their plans. From those examples, Thornton et al. take some important

lessons for RFID deployment:
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Anticipate privacy concerns

Take steps to mitigate privacy intrusion issues

Demonstrate the steps being taken to protect consumer privacy, and put control

in the consumer’s hands

Make full disclosure of any initiative that "touches" consumers with RFID

More successful examples of RFID deployment are Walmart and the US Department of
Defense (DoD). Walmart requires its suppliers to tag palettes of goods. By doing so they
were able to significantly reduce the number of out-of-stock items and the time to replace
them. In addition, the DoD applied RFID to "solve the US military’s logistic challenges"
[179]. At first, the DoD s adoption of RFID was bound to very strict deadlines. However,
these caused so much problems that they soon had to be extended. Nevertheless, the
two "marketplace giants" [179], adopting RFID technology, force hundreds of suppliers
to invest into RFID. Thornton et al. expect this, to have serious impact on the growth
rate of the RFID market. Other early adoptions of RFID are Exon-Mobile’s Speed-Pass
contactless payment system and the EZ-Pass, a toll payment system. Both of them
have been proven to be insecure [179], but provide so much convenience that they find
widespread acceptance among consumers. Therefore, Thornton considers both of them

as success stories.
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Related Work

Comparative literature reviews have been presented on all types of scientific topics. A
simple search via a scientific search engine (in our case: scholar google) will reveal the
broad variety of available work using this approach to literature. However there are
not many literature reviews on our intended topic. We had to resort to other topics to
provide an accurate overview on literature reviews and to find examples that can serve
as starting point for our own investigations. Therefore, we decided to present work form
both contexts we deal with, namely RFID and security/privacy. In the second field
we will focus predominantly on works, we believe to have some relevance in the RFID

context.

3.1 Related work on RFID

Our initial search on "scholar google" yielded no result. Concluding that our search
terms "comparative literature review” RFID and "comparative literature survey" RFID
were to strong, we started a new search for comparative "literature review” RFID. This
time, we found at least some results. For sake of completeness, we repeated this search
on the ACM portal site and the IEEE Xplore digital library, but experienced exactly

the same situation. Only the weaker, less strict search terms discovered some results at
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all. However, most of the reviews, we found in the RFID field, are not true comparative
literature reviews. They simply feature a short literature review, prior to some empirical
survey. In addition, the literature reviews [68,113| on our core topic, the privacy and
security topics of RFID, were not among this results. We found them, using Avoine’s
online bibliography [7], a good and actual source for RFID security related papers. The
following sections describe the most interesting examples for literature reviews related to
RFID, divided in two parts: One for papers combining a literature review and another

approach and one for "pure" literature reviews.

3.1.1 Literature reviews as starting points

Many authors combine literature reviews with other scientific methods like case studies
or interviews, to prove their point. A typical example for this approach is [125]. Masters
and Michaels identify a gap in literature, between technological development and future
humancentric possibilities. Therefore, they conducted a study on the current state of
humancentric RFID applications using usability context analysis. For their literature
review, they identify three different contexts, and analyze the corresponding literature
separately: control, convenience and care. In a critical response to the existing literature
they state that only few articles on humancentric RFID are based on case studies or
interviews. The rest of them are news type, reporting a particular event and subsequently

speculating about utopian future developments.

Another work in the healthcare context is presented by Lee, who wrote a doctoral
dissertation [L09] about a survey on the adoption of RFID in US hospitals. His literature
review mostly covers studies and surveys on the adoption of technological innovations.
In addition, his interest is on the relationship between information technology and the
healthcare industry, as well as on previous studies on RFID in healthcare. However,
the main part of his review deals with reasons and inhibitors for technology adoption
in general and not with RFID. Lee does provide a rough overview on RFID costs in

healthcare stating that RFID will reach a volume of 8.8 billion Dollars in 2010, as many
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hospitals hope to establish RFID systems in the near future. Furthermore, he enumerates
known application areas in healthcare. These include tracking medical supplies and
medicine, patient tracking and locating medical staff. One hospital has also tested
tagged beds to improve maintenance procedures. Nevertheless Lee’s literature review is
mainly a starting point for his survey and subsequent data analysis. He concludes that
unlike expected, vendor advertising and financial readiness are minor factors for RFID
adoption in healthcare. Instead, rather small hospitals with significant I'T knowledge

are most likely to adopt RFID.

Apart from healthcare, RFID’s adoption for various purposes has already been consid-
ered. For example, Hou and Huang [75] combine a literature review and an industry
survey to identify the important issues for RFID’s adoption by the printing industry.
Furthermore they provide quantitative cost and benefit analysis to provide supporting
information on RFID adoption for decision makers. Therefore, they feature a number
of equation models, together with tables revealing cost and efficiency factors to evaluate

an RFID implementation’s feasibility.

3.1.2 Pure RFID literature reviews

A fully RFID concerned review is presented by Matta and Moberg [126], who develop
a research framework for RFID in the supply chain. Their work is based on the claim
that "given the positive hype of RFID often found in the trade press and at conferences
there is a surprisingly scarce number of conceptual and empirical research articles on
RFID in the supply chain and technology literature" [126]. An interesting aspect of
their investigation is the differentiation between coerced and free-will adoption of RFID.
Which one is the driving principle in RFID adoption, remains a question to be answered.
Matta and Moberg find indications for both scenarios. Companies adopting RFID for
performance gains indicate free will, while Walmart’s suppliers are obviously coerced to

adopt RFID.
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RFID product authentication techniques

Up to now, all mentioned reviews were fairly unconcerned with privacy and security
aspects of RFID. Lehtonen et al. [113] present a literature review on RFID in a security
and privacy context. However, they limit the scope of their examination to product
authentication. Depending on the functional base of each identified approach, Lehtonen

et al. divide them into four categories.

The first two of them imply no tag authentications, while the other two do either au-
thenticate tags or tag data respectively. Unique serial numbers are a basic approach,
adding a serial to every product. Comparing numbers on products to a list of valid
identifiers will then expose counterfeits. An extension of this approach is a track and
trace based plausibility check. By storing information on a product’s movement, illicit
products become identifiable. For example a product, being shipped to Norway, can
hardly be on sale in the US at the same time. This approach requires a lot of col-
laboration from business partners, but is a natural complement to the EPC network.
The third approach makes use of cryptography to provide secure object authentication.
Lehtonen et al. analyze several different proposals in this field. Their findings show that
it is by far the best covered of the four. The last approach, examined by Lehtonen et
al. is the use of product specific features to create a digital signature stored on the tag.
Product specific features could be physical or chemical characteristics, for example the

exact weight.

In addition, Lehtonen et al. [113] discuss relevant elements of RFID authentication
methods. All of them provide a trade-off between complexity and security. Both factors
are therefore of integrative importance, when evaluating different approaches. For such
an evaluation, the survey identifies a number of important factors. These are cloning
resistance and detection, resistance against removal and reapplying to other products

and the two cost factors complexity of check and tag cost.

Lethonen et al. conclude there is currently no perfect solution in RFID authentication.
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Approach Complexity | Cost of | cloning clone tag reap-

of check tag resis- detec- | plying re-
tance tion sistance

Serial number- | Low Low No No No

ing

Track and trace | Medium Low No Yes Yes

Secure authenti- | Medium-High | Low- Yes No No

cation High

Product specific | High Low Yes No Yes

features

Table 3.1: Lethonen et al.’s comparison of product authentication categories (from |113])

Especially, there is no proper way to provide offline authentication, as most of the

analyzed approaches require server access.

Juels’ RFID survey

To the best of our knowledge, Juels [84] presents the most accurate and complete survey
on RFID security and privacy. It features not only explanations of functionality and
areas of application, but also an appropriate summary of actual security and privacy

concerns.

It is noteworthy that Juels makes a fundamental distinction between basic tags (mostly
denoted low or lowest cost tags in this work), which lack the resources for any conven-
tional cryptography and symmetric key tags, which support some standard cryptography.
Addressing basic tags, Juels speaks of inability "to perform true cryptographic opera-
tions" [84]. He views this necessity to provide security without standard cryptography
as an exciting challenge, especially because he believes that RFID vendors will choose
the cheapest of these tags as potential bar code replacement. Therefore, only privacy

protection mechanisms that do not increase the tag’s price have a reasonable chance to
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be integrated. Moreover, he presents some of the most popular scientific solutions to
this dilemma like blocking (see section 4.2.1) and solutions for minimal authentication

algorithms and key distribution.

Symmetric key tags include standard cryptography and by that standard privacy pro-
tection. Therefore, Juels examines more complex attacks which are only interesting
to acquire sensitive information or to incorporate the legitimate owner of such a tag.
These attacks include cloning via side channel vulnerabilities, relay attacks (see sec-
tion 4.2.4) and the few available countermeasures, like distance bounding protocols [68].
Other issues addressed by Juels include key management and effective implementations

of symmetric key primitives (see section 4.2.3).

He concludes that, as RFID systems will involve massive server infrastructures, many
data security problems will look familiar to professionals in that domain. Nevertheless,
he emphasizes that RFID systems will also create some new problems through their
unique characteristics. RFID tags can be expected to change ownership more often
than other, more expensive computational devices. Therefore, the EPCnetwork’s ONS
(Object Name Service, see section 2.2.2) will face bigger challenges than the Internet’s
DNS (Domain Name Service). Additionally, as there will be lots of tags in the hands
of non-professional users, individual security and privacy perceptions will be especially

important.

3.2 Related work on security and privacy

Even though there is only a single literature review on privacy and security in com-
bination with RFID technology, this topic has received extended attention in different
contexts. There are numerous reviews on security and privacy in fields like health care,
e-commerce and data mining. The latter two are especially interesting, as essential pri-
vacy questions in these fields, like "What data is collected?" and "How is data secured

during transmission?" apply to RFID as well. The central factor underlying these topics
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in e-commerce is trust, a question that can easily be anticipated in an RFID context.
When RFID tagged object hit the end-user market at a large scale, consumers’ will-
ingness to provide data will likely depend on individual perceptions of trustworthiness,
just as it does in e-commerce. Therefore this section will present a number of literature

reviews on the role and importance of privacy and trust.

3.2.1 Privacy and trust - consumer and employee perceptions by

means of e-commerce

Belanger, Hiller and Smith [15] analyze the influence of security and privacy on trustwor-
thiness in electronic commerce. Their study features a literature review about definitions
for electronic commerce and a survey on the implications of security and privacy on con-
sumer acceptance of e-commerce websites. Additionally, they present statistical analysis
of their survey results, covering trustworthiness perceptions of their study’s subjects, US

university students.

The importance of individuals’ perceptions on privacy in e-commerce is another inter-
esting question. Gauzente [61] examines the different privacy views of merchants and
customers. As a starting point for her questionnaire, she conducts a review of existing
literature in the privacy field, comparing selected privacy definitions. Additionally, she
emphasizes the importance of mutual trust. Customers are far less skeptical if merchants
do not request information prior to usage, that is, all personal information must only be
provided at the latest possible point. This allows merchants and customers to gradually

develop a trust relationship.

Another researcher who has examined privacy in e-commerce is Luo [123]. He exemplifies
the role of trust as solution for consumers’ privacy concerns. In his study he examines
literature from the field of relationship marketing and social exchange theory to identify

and demonstrate trust raising mechanisms. Based on recent studies, Luo claims that
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trust plays a key role in expanding the size of electronic commerce and strengthening

the role of the internet as market place.

Furthermore, he presents a trust producing framework based on three different trust
building mechanisms. Characteristics-based trust focuses on something people have in
common. This can be fairly general features like nationality or ethnicity. Everything
that indicates similar cultural values creates a sense of community and therefore a feeling
of trust toward each other. For example, companies could adopt technologies in a sim-
ilar way to create inter-organizational trust. Process-based trust results from past and
expected future exchange. It builds on reputation, gift giving and brand names. This is
especially valuable in the business to business context, where purchases repeat at a very
fast rate. Institution-based trust is more general than characteristics-based or process-
based trust, as it is not narrowed down to specific transactions or partners. A typical
example for that type of trust is a digital certificate, issued by a trusted third party. Any
owner of such a certificate receives trust, based on consumers’ perceptions of the trusted
third party’s reliability. According to Luo, this approach’s "formal marketable struc-
ture" is best suited for resolving the privacy concerns of the internet. Characteristics

and process-based trust can only do this to a limited extent.

3.2.2 The impact of employees’ awareness on privacy - policies

and organizational structures

The role and importance of policies and regulations together with individuals’ awareness
and knowledge of them is another factor in any privacy discussion. This topic has
therefore found attention in scientific circles and, as a consequence, been subject of
literature reviews. For example, Monday and Rudge [133] present descriptive research
on e-mail policy, in an Australian winery. They examine literature on e-mail policies,
as well as on legal issues and the security and privacy implications of e-mail. Again,

this review merely serves as a starting point for their case study. Through this study,
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Monday and Rudge find that one third of the examined winery employees were not aware

of the organizations e-mail policy and even less knew about their privacy options.

In particular environments, where a lot of private information is available, values like
awareness and responsibility are even more important. Earp and Payton [47] examine
such an environment by performing a survey on privacy perceptions by university em-
ployees. Although their main contribution is the survey, they do additionally present a
brief literature review on current practices in data protection. In it, they analyze the
development of the privacy topic and the corresponding legal situation. Based on this
overview, Earp and Payton develop a hypothesis on university employees’ privacy per-
ception, which serves as starting point for their survey instrument. They state "academic
settings are largely data warehouses of student information, dispersed through numer-
ous autonomous departments". Finally, their survey reveals that university employees
are well aware of their responsibility to a large degree. Nevertheless, Earp and Payton
identify problems with organizational policies on performance issues and workers’ expe-
rienced practices. In this context, they demand better articulation of responsibilities in

cooperation with organizational policies to resolve these conflicts.

3.2.3 Technological and mathematical approaches to privacy

The technological approach to privacy is taken by Argyrakis et al. [3], who present
a short review on privacy enhancing technologies (PETs). Their focus is on the e-
government relevance of these PETs. In the analysis, they investigate the PETs on three
different aspects: Confronted security threats, applied technological issues and satisfied
user demands. The first category is mostly self explanatory, listing typical threats like
eavesdropping or malicious collaborators. The technological issues cover reliability, per-
formance and installation complexity. The final category contains typical user interests
like anonymity, usability and cost. Following their comparison, Argyrakis et al. conclude
there is no dominant solution. Each of the reviewed PETs offers different advantages

over its competitors.
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A somewhat different and more mathematical view on the privacy topic is presented by
Yu et al. [194], who provide statistical analysis on the relationship between consumer
attitudes toward e-commerce and a number of demographic and social variables. Their
literature review is mainly a starting point for their empirical analysis. Consequently,
they analyze literature concerned with privacy perceptions of both business and con-
sumers. In their conclusion Yu et al. state social factors have significant impact on

individual privacy perceptions.

3.2.4 The security context

An enumeration and comparison of security-enabling technologies is given by Skoular-
idou and Spinellis [170], who analyze architectures, implemented in current hard- or
software (i.e. firewalls, virtual machines), and theoretical concepts that have never been
recognized outside the research community alike. Their work consists of a description of
the analyzed concepts, together with a fairly short comparison in tabular form. Skoular-
idou and Spinellis show how good these concepts protect against the well known security
threats leakage (disclosure), tampering (modification), resource stealing and repudiation.
Furthermore, they added two additional serious threats, malware and user ignorance,
because of their practical relevance. In addition, Skoularidou and Spinellis provide non-
functional characteristics on the reviewed technologies, like incorporation into existing
applications, ease of use and complexity. All of them are fundamental factors for user
acceptance. A combination of different reviewed security architectures can offer a finer

grained protection.

The adoption of new technologies is likely to raise concerns among both companies
and customers. An example of typical concerns on the companies’ side is given in [149].
Ratnasingham and Swatman review existing literature on security in the EDI (Electronic
Data Interchange) context. By providing an extensive overview of EDI security, together
with an evaluation of EDI specific risks and security features, they attempt to give

a good starting point for future research. As expected, they find that technological
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adoption faces a number of barriers: lack of awareness, difficult quantification of Return
on Investment and high initial capital expense. In addition, security and legal issues, as
well as multiple standards and missing interconnections between them, raise concerns
among possible adopters. While these facts on EDI have been stated in 1997, they remind
surprisingly of the situation RFID adopters face nowadays. Even the main rationale for

adoption, increased efficiency and better performance, reminds of RFID.

Allendorfer and Pai [2| discuss human factors in user identification for the US Federal
Aviation Administration. They review the existing literature on knowledge-, token-based
and biometric identification systems. All of them have some human factor issues. Users
of knowledge-based systems face extended cognitive and social pressures. First, it might
be hard to comply with all requirements of a strong password (length, frequency of
change etc.). Second, people tend to avoid everything that would be seen negatively
among their colleagues. Therefore, they might not protect their passwords well or give
them away when asked, in order to not appear paranoid. Apart from that, passwords
can be forgotten, but neither damaged nor misplaced nor lost, which is an enormous
advantage over the other systems. Token-based systems are especially damaged by loss.
If a lost token can not be invalidated, securing the system might inflict serious costs (e.g.
replacing locks if a key was lost). Damaged tokens represent another, yet less serious
problem. Biometric identification systems have their own human factors. While the
identification-factor can not be lost or forgotten, these systems face product maturity
issues, resulting in identification problems, when persons change physically, as well as
acceptance problems among users. People might feel that their physical characteristics
are private and refuse to provide this data. A final remark, this work bears a short
note on RFID in the token-based identification section, again showing the spread of this

topic.
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3.2.5 Privacy concerns on data collection - the data mining

case

RFID is certainly not the first example for an advancement that supplies merchants with
enormous potential to acquire information. Data mining, for example, is one of these
potent technologies. Recent developments in this field encourage Verykios et al. [184] to
provide an overview on research in the context of privacy preserving data mining and a
classification hierarchy to categorize it. They identify five different dimensions in privacy
preserving data mining: data distribution, ranging from centralized to distributed data
and in the latter case from horizontal to vertical data distribution, data modification,
distinguishing several methods of modification, data mining algorithm, not to be mis-
taken for the privacy preserving algorithm, data or rule hiding, deciding what users are
allowed to see, and finally privacy preservation. The last dimension is obviously most

important in the given context.

Verykios et al. present three different approaches, to avoid jeopardizing privacy in case
of modification: heuristics-based, cryptography-based and reconstruction-based. First,
as selective data sanitization is an NP-Hard problem, the arisen efficiency problems
can be addressed through heuristics. The issue with cryptography based approaches
is the Secure Multiparty Computation (SMC) problem. In other words, how can two
parties conduct a computation with private inputs, without disclosing them? Finally,
reconstruction-based data-mining operates on perturbed and reconstructed data, to pre-
vent, privacy intrusions. Verykios et al. give formal definitions for this fact, as well as

several possible solutions, but these would go far beyond the scope of this chapter.

Moreover, they discuss the quality of privacy preserving algorithms in four dimensions:
performance, data utility, representing the loss of information or data functionality, the
level of uncertainty at which hidden information can still be predicted, and resistance to
data mining. Following their review, they conclude that the diversity of data mining al-
gorithms makes it almost impossible to assess the value of privacy preserving algorithms

for more than one data mining algorithm.
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All data collection technologies are especially privacy critical when targeted at minors
and systems where minors represent the majority of users. Such a scenario is presented
in [37]. Chung and Grimes examine data mining and information management practices
on online entertainment sites for children. They utilized a multidisciplinary search on
scholarly databases to acquire available papers on this topic as well as current market
research trends. In addition, they combined their findings with data from a case study
on children’s online gaming communities. In doing so, they provide both quantitative
and qualitative analysis alongside a historical overview on corporate actions. Chung and
Grimes analyze literature about hard facts, like the privacy implications of data mining
and companies’ corresponding practices, but also on ethical implications of privacy and

tradeoffs to site access. Their findings show some rather disturbing facts.

First, they describe a practice called "cool hunting", in which interviewers "get kids
talking about their taste-worlds". Many sites do this by awarding some form of online
credits for participating in surveys or supplying private information. This is especially
noteworthy, when one regards the usual "End User License Agreements" that have to
be accepted prior to using a service. According to Chung and Grimes, it is common
that users have to give the site owner the irrevocable permission to use any material or
data submitted. By a simple mouse click, users therefore give up a number of important
rights. This is even more disturbing in an environment where the typical audience

consists predominantly of minors.

Another questionable practice is "digital redlining". The term denotes the case when
marketers sort populations based on their spending patterns. This can be easily done
by linking postal codes acquired from a child’s subscription form to surveys in which the

child participated. Again this is disturbing when done among minors.

Furthermore, Chung and Grimes present privacy protection frameworks and guidelines
for developers. They conclude this privacy protection attempts can only be the first step.
Given the technological complexity and the adaptive strategies of marketers, such topics

require continuous research and innovation. In addition, these practices are certainly
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not limited to traditional online offers.

3.3 Other related work

Some literature reviews we found were rather unconcerned with RFID or security and
privacy topics. For the sake of accuracy, all papers mentioned in this section would have
had to be omitted, but were kept to exemplify differing approaches to literature and the
widespread impact of RFID on other topics.

Apart from classical literature reviews, other approaches to examine the broadness of a
theoretical field have been taken. For example, Mgller et al. [129] describe the develop-
ment of a comprehensive bibliography for ERP research. This bibliography lists numbers
of appearing papers grouped by journals or publishers. The authors claim that, though
a comprehensive bibliography does not necessarily provide any better views on existing
literature than classical literature reviews, the different approach it offers may enrich
traditional views on literature. One of its shortcomings is its inability to explicitly con-
sider paper quality and impact. Only the fact that Mgller et al. limit their bibliography
to reviewed and published papers can serve as implicit quality indicator. To the best of
our knowledge, there is only one comparable service in the RFID field: Avoine’s online

bibliography |7].

Felstead [55] examines the literature available on integrated library management sys-
tems. In 2003 the "Library Systems Review Working Party of Oxford University Li-
brary Services" began investigating the library systems market. The original survey
was published as part of the group’s final report. Felstead analyzes new complementary
technologies for library systems. In addition, her focus is on trends in integrated library
systems and individual supplier’s products. She states that there are nearly no compar-
isons of the reviewed library management systems available. Most information in the
field comes from brief press releases about new products or features. However, according

to Felstead, there are some longer best practice articles available to interested readers.
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Although this paper does contain a brief mention of RFID, it can not be reasonably seen

as a literature review on RFID.

Tetther and Ferreira [178] present a framework to evaluate e-business investments in the
railway industry, based on a literature review and a series of interviews. Their literature
review deals with three different topics. First they investigate available background infor-
mation on I'T adoption and e-business budgets. In addition, Tetther and Ferreira review
the state-of-the-art in cost and benefit quantification, together with current methods
for cost evaluation. The paper contains a single mention of RFID in the results sec-
tion. Most interestingly, the privacy concerns arisen by RFID appear as one of the four
most important technology inhibitors in this review. This may at least serve as strong

indicator for broad public interest RFID related privacy concerns receive nowadays.

Gunasekaran and Ngai [64] review literature on the build-to-order supply chain manage-
ment (BOSC), a new development in operations management. They divide the reviewed
literature into four categories, based on major areas of decision-making: organizational
competitiveness, the development and implementation of BOSC, the operations of BOSC
and information technology in BOSC' . Among the discussion of the last point, there is a
subsection on RFID. In it, Gunasekaran and Ngai present literature on the opportunities
offered by the combination of RFID and BOSC. The flexibility and efficiency offered by
contactless technologies like RFID add perfect to BOSC’s "global and dynamic nature".
However, the authors conclude that the impact and opportunities of RFID on BOSC
need to be examined further. In addition, they present a framework for the development
of BOSC, integrating the four categories, mentioned above. Although this is strictly
spoken not a literature review on RFID, it shows a key area of RFID application, the

supply chain, and the value of RFID for item tracking.
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Literature Review

4.1 Methodology

For this survey we selected papers from both journals and conferences. Concentrat-
ing on only one of them would narrow the presented views down in an unacceptable
manner. However, papers on RFID security or privacy appeared in various journals or
conference proceedings. FExamples include, but are certainly not limited to ITEEE’s In-
ternational Conference on Security and Privacy for Emerging Areas in Communications
Networks (SECURECOMM), the IEEE International Conference on Pervasive Com-
puting and Communications (PERCOM), the Australasian Conference on Information
Security and Privacy and many others. While conferences on pervasive computing or
secure communications are rather typical places for new RFID publications, some im-
portant papers appeared on conferences, one would not suspect at first. For example,
Rieback et al.’s [156] presentation of their RFID Guardian prototype appeared on the
USENIX/SAGE Large Installation System Administration conference. Therefore, lim-
iting sources to conferences or journals with particular topics would again introduce
unacceptable constraints and limit our review’s quality. Searching papers by checking

the table of contents of selected journals and conferences, an otherwise well suited start-
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ing point for a literature review [124] is therefore not applicable in our case. Hence, we

had to use a different approach to find appropriate literature.

Initially, we acquired publications from different scientific search engines and libraries,
i.,e. ACM Portal, IEEE Xplore, SpringerLink or Goggle’s scholar search. At this point,
we utilized abstract reading to assess paper qualities and ensure that they cover appro-
priate topics for this literature review. During this selection process publications from
respected scientific sources like ACM, IEEE or SpringerLink were chosen preferably, for
the quality standards they represent. During this process we found out that many pub-
lications referred to Avoine’s online bibliography [7] as an accurate source of overview.
Hence, we visited this website and realized that almost all our previously selected articles
where referenced there. Additionally, the narrow topic of this source allowed us to dis-
cover publications with unconventional titles that we could have missed in terms-based

search engines. Therefore, we added Avoine’s bibliography to our list of sources.

The selected publications give us an appropriate overview on the current state-of-the-art
in RFID related privacy and security. From this starting point, we will use these facts
to present a number of observations on the topic made during the literature review.
Alongside this, we intend to discuss central factors for RFID’s further development and

to summarize central perceptions.

Apart from papers on state-of-the-art security for RFID tags, we included papers on the
use of RFID systems as security tokens in our review. Obviously, exploitable security
leaks in an RFID system intended to provide security itself, would automatically com-
promise the security of the protected assets. Such applications of RFID will therefore

require especially strong security.

Like in [124], we too did find and read a number of worthy articles outside of our core
article sample and will cite them throughout this review. While the entirety of our
articles is surely representative of the current situation in RFID research, it is by no
means exhaustive or nor complete. The mere magnitude of the subject, the enormous

numbers of newly published articles and the impressive rate at which those papers appear
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make such a claim impossible (Avoine’s bibliography |7] provides good evidence of the

increase in RFID research).

4.2 State of the art in RFID security and privacy

preservation

In this section we will examine the current state-of-the-art in RFID security and privacy

research and develop the theoretical base for our subsequent observations.

4.2.1 Common RFID security proposals

Some proposals on enhanced RFID security and better privacy protection have received
widespread acceptance and several subsequent improvements to adapt them to the in-
creasing requirements in the RFID field and keep them state.of-the-art. Typical exam-
ples for such popular proposals are Weis et al.’s hash locks and Juels et al.’s blocker tag,

which are introduced in this section.

Hash locks

Proposed by Weis et al. [187|, the hash lock offers a simple way to protect RFID tags
from unauthorized read operations. It is based on one way hash functions and therefore
appropriate on low cost tags. Each hash-enabled tag has to store a meta-1D, calculated
by hashing a random key. On being queried, the tag reveals only this meta-ID. The
reader then has to fetch the corresponding key from a database. The key is sent to the
tag, which hashes it and and compares it to the stored meta-ID. Weis et al.’s schematic
description of the hash lock is shown in figure 4.1. If the values match, the tag offers

its full content and functionality. Since the key is only available on legitimate systems
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Figure 4.1: Function of hash locks (from [187])

hash locks limit tag access to authorized readers. However, hash locks do explicitly not

prevent tracking.

To address tracking, Weis et al. introduce an additional mode of operation. This time
the tag also computes a random number. On being queried the tag responds with the
random number together with the hash value. A reader then has to brute-force identify
its own tags by fetching all IDs from the database and calculating hash values for all
of them with the received random number. Obviously, this method is only feasible for

small numbers of tags.

Blocker Tags

In [89], Juels, Rivest and Szydlo describe their concept of a blocker tag, which allows for
selective blocking of particular tags. For example, it could block every tag, whose key
contains a leading "1" bit. Figure 4.2 shows how a tag is selected with a tree walking
algorithm. This standard procedure is where the blocker tag interferes. As Juels et al.
state, this concept of blocker tags is superior to technically simpler approaches like the
kill-command, because the tags themselves remain in function, which allows to use the
ubiquitous computing potential of RFID later on. The blocker tags could be embedded
in bags and only prevent reading of purchased items on the consumers way home from
the shop. Blocking would start at purchase time, by switching the leading bit on the

tag and end by deactivating the blocker or removing it from the tag’s perimeter.

Juels et al. also envision potential misuse of their proposal. By blocking legitimate read-

ers, an adversary could use the technology for shoplifting, or other malicious purposes.
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Figure 4.2: Demonstration of blocking inside the tree-walking algorithm. (from [84])

While they believe such attempts can be overcome by using several readers together
to detect the blocker, which could also be used to threaten privacy if used by adver-
saries against legitimate blockers. However, Juels et al. do not view readers as a serious
problem, because they believe that the true threat for consumer privacy originates from
cheap standard readers. Therefore, the blocker tag can be a potent tool to protect

privacy interests.

4.2.2 Several proposed RFID protocols

In this section, we will take a look at some of the available protocols, schemes and security
measures in the RFID environment. Whilst there is a wide range of publications on this
topic, we will only examine a few of these in detail, in order to keep this section short.
For an exhaustive list of protocols visit the tables in the discussions section 4.4. All of

these protocols are a lot less common than the proposals listed in section 4.2.1.

A security scheme for RFID equipped money

Some of the proposed uses for RFID have especially high security implications. One of
the best examples for this fact is the ECB’s rumored plan to introduce RFID tagged
Euro banknotes. Juels and Pappu [88] describe the privacy problems arisen by tagged

currency and propose their own public/private key security scheme for RFID money.
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They point out that such a scheme has to offer reasonable consumer privacy protection
based on the capabilities of the current generation of RFID tags. First of all, they
state that re-encryption is a necessary feature for such an application of RFID. Without
this feature, the encrypted serial numbers would serve as meta-identifiers, automatically
compromising their bearers privacy. Another fact, which has to be taken into account, is
that RFID equipped money differs from other RFID systems as it should allow tracking

for law enforcing purposes.

Juels and Pappu identify four different roles in such a system. The central bank creates
and issues the banknote and is mainly interested in preventing forgery. Law enforcement
agencies want to track banknotes and limit other parties tracking capabilities. Merchants
will take banknotes as payment and possibly anonymize them. Merchants are supposed
to seek compliance with law enforcement and report suspicious readings, but might have
an interest in compromising consumer privacy (e.g. for targeting advertisements). The
last and biggest group are the consumers, who have interests in protecting their privacy.
Some of them might follow this line up to a degree where they violate law enforcement

regulations.

In addition, Juels and Pappu provide a rough enumeration of properties a banknote-
tracking system has to provide. To protect consumer privacy, tracking must only
be possible when owning the private key, even with law-enforcement field monitoring
equipment. It should support strong tracking. Given the valid RFID information, law-
enforcement agencies must be able to determine the associated serial number. The
system has to be based on a minimalist infrastructure to ensure a broad public accep-
tance. Therefore, consumers should require no additional material to use the banknote
and merchants and banks should only need to install few, inexpensive devices. More-
over, the system has to provide an appropriate level of forgery resistance i.e. the system
must not give away information(e.g. serial numbers, signatures) that could be used
for forgery. To prevent information tampering, the banknotes must support privilege
separation, to distinguish write operations that require optical contact from read opera-

tions that should be possible over radio channels alone. At last, the system needs fraud
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protection and any invalid information should be widely noticeable, especially by the

merchants that handle the banknote.

Juels and Pappu state that their scheme has shortcomings, which could be exploited by
knowledgeable attackers. For example an adversary can easily prevent (lawful) tracking
by putting banknotes into a faraday cage. Another problem is that tags give away the
presence of banknotes on a bearer. This could be overcome by issuing cheap spoofing
tags. A potential drawback of this approach lies in the fact that persons who do not
possess much money have indeed very little reason to use such tags, thus rendering them
fairly useless. Anyone using spoofing tags is likely to posses sufficient money to be a

potential victim.

The weaknesses of the Juels/Pappu scheme and several attacks which are nevertheless
possible are presented by Avoine [5]. He argues that on the one hand if not all banknotes
are tagged, attackers would easily discover victims for pickpocketing. On the other hand
if all denominations would be tagged, merchants might refuse to reencrypt low denom-
inations as this operation takes time. This would result in a serious compromisation
of consumer privacy. Same does apply if the re-encryption takes place too infrequently.
According to Avoine, Ciphertext tracking would still be possible. Furthermore, attackers
can acquire the read access key by eavesdropping the forward channel when a merchant
re-encrypts the tag. Then they can exploit a weakness of the encryption method to ex-
tract further information. In addition the read access key is static and as a consequence

useful for tracking.

Avoine presents two types of denial of service (DoS) attacks. The first targets the
central bank, which has to restore the destroyed information on valid banknotes. By
using the attack mentioned above, an adversary could invalidate tags, therefore flooding
the central bank with angry customers. The second DoS-attack is even stronger. It is
based on the assumption that the key, protecting the kill command, is likely to be to
short on cheap tags. Therefore, an adversary will be able to easily destroy large numbers

of tags. This would force the central bank to replace the affected banknotes.
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We have seen that Avoine shows significant weaknesses in the Juels/Pappu scheme. How-
ever, there have been no further rumors on tagged money and therefore considerations

on such a protocol have only limited practical relevance at the current time.

Ateniese et al.’s scheme - insubvertible encryption

Ateniese et al. [4] describe a new cryptographic primitive called insubvertible encryption,
to solve the tracking problem of RFID systems. Different from other proposed solutions
to that topic, this approach requires no functions that are off limits for todays tags, as
the already proposed hash-functions and public key encryption schemes are according
to Ateniese et al. [4]. Also Ateniese et al. claim that their ciphertexts produced by this
protocol contain implicit proof of their legitimacy, allowing reencrypters to overwrite
possibly malicious content by safe but meaningless information. This solution prevents
tracking by having legitimate readers storing randomized marks on tags, therefore lim-
iting traceability to only until the next interaction with a legitimate reader. These
marks will be re-randomized by honest readers and might be destroyed by malicious

participants, but can not be used for unintended purposes.

Even though the security scheme provides strong privacy features and tracking resis-
tance, the drawback of this solution is that it requires tags to be rewritable, which
makes them vulnerable to cloning. To counter this Ateniese et al. invent the idea of
"dual core" tags where one is read only and killed on point of sale, while the other is

reencryptable and used for post-sale customer care.

Juels’ parallel yoking proof

Juels [82] presents a way in which two tags can establish proof that they have been
scanned simultaneously. He calls that a "yoking proof". As this shall provide a way to

maintain supply chain integrity, it is important that this is done in an offline verifiable
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way. Juels shows how tags can establish the yoking proof, using a reader as communi-
cations device. In addition, he proves that this communication can be shielded against
adversaries controlling the reader. To establish a yoking proof, tags need to exchange
message authentication codes (MAC). However, Juels is aware that such standard cryp-
tographic applications are not executable on current low cost tags. For this reason, he

presents a minimum MAC of decreased computational complexity in [82].

Minimal security on lowest cost tags

Based on the assumption that even symmetric keys are beyond the reach of current low
cost RFID tags, Juels [81] presents his views on minimalist cryptography. His aim is
to prove that security is improvable, even though standard cryptography might not be
feasible on such tags. To break passwords, the adversary has to issue queries to guess
important values. In order to lower the rate at which an adversary can successfully
execute such queries, Juels proposes a scheme he calls pseudonym throttling. In this
scheme, a tag cycles through a number of random identifiers or pseudonyms. In addition,
tags are forced to answer queries at a low rate, using hardware delays. Adversaries can
therefore only track the tag, if they uphold contact for some time. However, pseudonym
throttling has a shortcoming. Caused by the low amount of memory available to them,
low cost tags can only store a limited number of pseudonyms, which might not be

sufficient to prevent tracking.

Juels assumes that a real world adversary faces a number of constraints. First he will only
be able to interact with a tag a few times, before the tag can interact with a legitimate
reader that will replace the pseudonyms in a secure manner (refresh). Therefore, the
adversary can only issue a small number of queries before his findings become void.
In addition, as tags are mobile and utilize throttling, this number is decreased further,
because an adversary will not be able to follow his victim limitless. It is important to note
that Juels does not claim to eliminate all vulnerabilities, only to limit them in a plausible

way. In that respect, there are some noteworthy facts in regard to readers. First, they
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should refuse to initiate sessions with particular tags rapidly to limit the feasibility of
successful relay attacks. Second, following Juels scheme, readers should never transmit
any tag identifiers. Therefore, eavesdropping the powerful forward channel is useless for

any adversary.

Another important aspect of this scheme is the authentication of tags and readers. If
tags would directly use a pseudonym for authentication, the whole scheme would be
vulnerable to cloning. Therefore, Juels proposes a "challenge response protocol |...|
carefully interwoven with pseudonym rotation" [81]. That is, every pseudonym has two
additional values associated with it. One is the key used for reader to tag authentication
and the other one is the tag to reader key, issued only when the first authentication step

was successful.

To update the pseudonyms (and the associated key), Juels utilizes a one time pad,
composed across multiple reader-tag sessions. This limits the danger of eavesdropping

and is nevertheless no more computationally complex than XOR-ing.

Juels believes that pseudonym lengths around 80 to 100 bits and key lengths around 20
bits should be sufficient for low cost systems. This scheme could be easily integrated into
existing standards, as changing from identifiers like the EPC to pseudonyms should be
straightforward. According to Juels, this scheme is only vulnerable to denial of service
attacks against tags. As there are far easier ways to disable tags (by electromechanical

means), this is very unlikely to be a problem.

A security layer for EPC tags

Bailey and Juels [12] present a way to add security to the EPCglobal Class 1 Generation
2 standard [77], the upcoming worldwide specification for inexpensive tags. They present
functions, which they claim circumvent the intended behavior, defined in the standard,
but provide formal compliance. For their examinations, Bailey and Juels divide authen-

tication into three categories: device authentication, device-binding authentication and
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data-origin authentication. The first denotes the most straightforward security measure
in the RFID field. RFID devices, namely tags and readers, should be able to authenti-
cate each other in order to prevent data disclosure to illicit parties. However, the best
authentication is futile, if the tag is removed from the object it was originally attached
to. An adversary could attach stolen EPCs to counterfeit goods, to make them appear
valid. Therefore, device-binding authentication is required to detect tag removal. Fi-
nally, as we have seen in section 2.2.2, EPC tags do carry additional data about the
object they are attached to. Data-origin authentication ensures that this information
remains unchanged since the original encoding. Tags could either receive data with a
digital signature or compute one their self if they are computationally strong enough.
Bailey and Juels first show a simple challenge response authentication, using 32-64 bits
of the EPC field “s 512 bits to embed a key. As this might not be sufficient for all cases
Bailey and Juels see need for another approach. Instead of inventing new formats, they
use an existing tool, the ISO-7816 standard to their advantage. However, the EPCglobal
Class 1 Generation 2 standard limits payload field sizes to extremely low levels of around
sixteen bits. Obviously, this is not enough to provide reasonable security. Therefore,
Bailey and Juels rely on protocol convergence. This term describes the use of one pro-
tocol to carry the protocol data frames of another. By transporting all required data
in form of application protocol data units over standard compliant Read or BlockWrite
commands far more complex authentication algorithms can be feasibly done. To further
increase the feasibility of their approach, Bailey and Juels try to compress the ISO-7816

messages and present new commands, to save as much bits over the air as possible.

4.2.3 Adapting modern cryptography to RFID systems

In this section we will examine efforts to adapt well known cryptographic solutions to
the limited computational resources of RFID tags. This includes the current standard
encryption algorithm AES (Advanced Encryption Standard) and existing considerations

on the feasibility of public key cryptography on RFID hardware.
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Figure 4.3: Feldhofer et al.’s AES module (from |54])

AES on low-cost tags

In [54], Feldhofer, Dominikus and Wolkerstorfer present an AES (Advanced Encryption
Standard) module for RFID tags. As they state, most existing AES implementations are
designed for high speed computations and gigabyte throughput, which is not applicable
to the strictly constrained RF environment. By rescaling the AES algorithm from 128 bit
to 8 bit operations, they decrease the computational complexity to a level that is feasible
on passive RFID tags. Even though this increases the overall power consumption and
computation time, the average power consumption goes down. In an environment, where
power supply faces stern limitations, this is far more important than all the presented
shortcomings. In addition, this rescaling also limits the hardware requirements of AES,
which is another important prerequisite for encryption algorithms on RFID tags. A

model of Feldhofer et al.’s AES module is shown in figure 4.3.

Elliptic Curve Cryptography on RFID

Batina et al. [14] discuss the feasibility of public key based secure identification protocols
for RFID systems. In particular their focus is on using them for anti-counterfeiting
measures. To realistically asses the feasibility of public key cryptography (PKC) in an
RFID environment, Batina et al. apply some restrictions to their scenario and assume
that tag manufacturers are trustworthy. Furthermore, their theoretical attacker knows
the tag’s position on a product and can therefore analyze tags in detail or launch any

kind of physical attack against it. Such an adversary attempts to reproduce tag contents
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Figure 4.4: Batina et al.’s ECC hardware (from [14])

in order to deploy counterfeit goods with valid RF information. Under this assumptions
Batina et al. examine the PKC implementations based on elliptic curve cryptography
(ECC) for two RFID protocols by Schorr [168] and Okamoto [138]. Batina et al. find
both the presented algorithms feasible for ECC implementation. Figure 4.4 shows Batina

et al’s elliptic curve processor (left) and its arithmetic logic unit (right).

4.2.4 RFID specific attacks and problems

In this section we will summarize publications that address either RF specific problems
or attacks that can solely be launched against RFID systems. Rieback et al.’s RFID
virus is a more specialized case. While a (computer) virus is by no means limited to
RFID, the corresponding section shows the individual implications and constraints of

applying such malware to RFID.

Tracking as multilayer problem

RFID can be divided into three layers, comparable to the OSI model [42] for networks.
Avoine and Oechslin [10] demonstrate that tracking problems must be addressed on each
of the three RFID layers separately. In network security, confidentially, integrity and
authentication can be ensured by a protocol, independent of the characteristics of lower
levels. Unlike this, RFID privacy is compromised if a single layer fails to be tracking-

resistant. These layers are:
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1. The application layer is responsible for all user defined information. In most of

the cases this will be an identifier to fetch related information from a database.
2. The communication layer controls the collision avoidance behavior of tags.

3. The physical layer defines the radio characteristics, timing, data encoding and so

on.

reader ag
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Figure 4.5: RFID layers (from [10])

As we see in figure 4.5, the first two of these layers utilize protocols. Furthermore, trace-
ability has only been well examined on the application layer [10]. Almost all protocols in
this domain depend on changing the identifier upon identification. To prevent tracking,
the information transmitted by the reader (either a new identifier or material to compute
one) must appear random to any adversary. Therefore, using the same rationale as with

one-time pads, the information must be used only once.

On the communication layer, traceability is connected to the anti-collision behavior.
A deterministic collision avoidance algorithm, together with a static identifier would
automatically compromise the users privacy. All that is left to do for an adversary is to
create a collision to acquire the identifier. Using dynamic identifiers is a more complex
issue. If the identifier is modified during the singulation process, singulation becomes
impossible. To address this, Avoine and Oechslin introduce the concept of a singulation
session, which denotes all steps of process. The identifier could then be changed after
each session. While this would be straightforward to implement, as many readers do

already send signals at the beginning and end of the singulation process, Avoine and

52



Chapter 4 Literature Review

Oechslin admit that this concept is still vulnerable. A malicious reader, which does not

send the stop signal, could track the unchanged identifier.

Furthermore, probabilistic anti-collision schemes are vulnerable as well. During singu-
lation, a reader notifies all tags that need to retransmit, either by sending identifiers or
specifying the slots, where the collision appeared. When the session stays open, the first
case allows tracking directly. The second case allows adversaries to execute the following
attack, described by Avoine and Oechslin. [10]. An adversary queries a single tag, which
responds at a randomly chosen slot. Again, if the session stays open and the adversary
stores the slot, privacy is compromised. The adversary can later on transmit a query to
a group of tags, asking those that responded at the recorded slot to retransmit. Only
tags with an open session which transmitted at the corresponding slot will reply. The
probability is very high that this will be exactly the tag queried before. Therefore, inde-
pendent of the used algorithm, it is imperative that the session end signal is an internal

feature of the tag, to ensure that no session remains open.

Another source of vulnerability emphasized by Avoine and Oechslin is lacking random-
ness. If identifiers, in case of a deterministic protocol, or slots, in a probabilistic one, are
not chosen uniformly at random an adversary can gain useful information for launching
an attack. Unfortunately, as Avoine and Oechslin state, this is the case with many ex-
isting protocols. To exemplify their point, they cite the EPCglobal Inc. draft on class0
tags [76]. This draft uses dynamic random identifiers for singulation, but for efficiency
reasons, these are very short. If they cannot support singulation, every tag carries an
additional static identifier embedded by the manufacturer. Therefore, the advantages of

the random identifier become void.

On the physical layer, an adversary can use signal characteristics to recognize tags |10].
The easiest way to do this, is to differentiate tags according to their standard. These
differ widely in their characteristics (frequency, modulation, timing). Anyone, carrying
more than one tag, can be vulnerable to tracking by the individual mix of standards. The

best countermeasure would be further integration of standards, up to the level of a single
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global RFID standard. Of course, Avoine and Oechslin admit that this is highly unlikely
to happen. In addition, even if such an integration of standards would take place, every
time a new standard emerges, tracking would again be possible. The second possibility
for tracking on the physical layer, is called radio fingerprinting. Every radio device can
be identified by minimal variations in its transmission behavior. In case of RFID, Avoine
and Oechslin believe that there will be to many tags to singulate one particular tag form
all others of the same production series. However, tags by different manufacturers are
likely to have bigger differences, depending on the manufacturing process. Again, the
individual mix of tags in a person’s possession could allow tracking. Preventing radio
fingerprint tracking appears to be a difficult task. Getting all manufacturers to adopt
the same manufacturing process seems almost impossible, as they would surely prefer to

use different approaches in order to gain business advantages over their competitors.

The relay attack

Kfir and Wool [98] describe the theory of a relay attack which, as the name indicates,
allows to relay information from the victim card to a reader. This takes place without
the user noticing anything and over far greater distances than nominal communication
covers (Details depend on the channel and will be discussed later on). To perform a
relay attack, an adversary needs two devices called ghost and leech. The ghost emulates
a tag and takes care of communicating with the legitimate reader, while the leech is
a reader that queries the victim tag. Data transfer between them takes place via fast

digital communication, so they need not necessarily be placed close to each other.

Range limitations of normal RFID systems can easily be overcome. First, the main
source of range limitation is the passive nature of RFID tags. An attacker could easily
construct an active ghost that operates over far greater distances to bypass this restric-
tions. Using the NEDAP model!, Kfir et al. calculated the possible distances between

ghost and reader in ISO-14443 environments. Assuming only man made radio noise is

Lavailable at http://www.rfid-handbook.de/downloads
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Figure 4.6: Basic relay attack (from [98])

present, the distance can be up to 50 meters. They also state that, if there are concur-
rent RFID systems close, the targeted reader has to be three times closer to the ghost
than the interfering device. The leech to tag distance can be improved as well. To do
so, the leech has to transmit more power to activate the tag over a greater distance.
Another improvement can be made taking advantage of the characteristics of the ISO-
14443 standard, which allows countless retransmissions of message frames. This allows
the leech to order retransmissions until the tags response was properly received. Again
using the NEDAP model, Kfir et al. calculated that the possible leech to tag range is
around 40 - 50cm. Timing constraints are not an inhibiting factor on current systems.
The 1SO-14443 standard specifies the data transfer time-out to be up to five seconds.

This restriction should be easily met by any system developed by attackers.

In [67], Hancke describes an actual implementation of the relay attack on an ISO-14443
system. The vocabulary is different, as the ghost is referred to as Prory and the leech
is referred to as Mole. Hancke claims that he executed the attack successfully over 50
meters, thus proving Kvir et al.s calculation. A most interesting discovery is that the
timing constraints on the attacked system were in fact less strict than what is specified
by the ISO-14443 standard. The only problem Hancke reports is that additional tags,
other than the proxy, in the legitimate readers vicinity introduces a delay (via collision-

avoidance) that violates the timing constraints.

Hancke points out that the relay attack is not strictly a failure in the cryptographic
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protocol and is therefore difficult to defend against. In addition, it is invisible on the
application layer and for that reason countermeasures against the relay attack have to be
placed on the physical layer. Kfir et al. show two possible approaches. One possibility
is a faraday cage approach, which means shielding the tag against radio waves when it
is not in use. The other one is that developers could implement some kind of activation
mechanism. In that case, users would activate their cards only on purpose, making

unknown relaying a lot more difficult.

An RFID Virus

Rieback et al. [155] presented the first RFID Virus. They proved that RFID malware
and exploits are possible and that RFID tag data should not be trusted without proof.
In addition, Rieback et al. state that RFID malware is highly probable to appear "in
the wild" as RFID systems have five characteristics that make them outstanding tar-
gets [155]: They have lots of source code. The back-end databases, application servers
and reader interfaces are likely to contain million lines of code. Moreover, RFID devel-
opers adopt generic protocols and facilities, therefore importing several known vulner-
abilities. As an example, Rieback et al. present the EPCglobal networks adoption of
XML (Extensible Markup Language), DNS (Domain Name System) and URIs (Uniform
Resource Identifiers). Automated data collection is essential for RFID. Unluckily, back-
end databases have their own sets of individual exploits. In addition, RFID systems are
interesting to criminals, because of the high value data and RFID users have a false sense
of security, due to RFID’s characteristic resource limitations. According to Rieback et

al. no one is really expecting the appearance of RFID malware, at least no one was

expecting it until the publication of [155].

Furthermore, they show that RFID environments allow several types of well-known
exploits. Buffer overflows are one of the most common security vulnerabilities. They are
applicable to any system that is based on a not "memory-safe" programming language.

As RFID implementations are based on ordinary computers, which are likely to have
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scripting languages installed, code insertions are often possible. A special form of code
insertion, SQL injection is possible because of the automated data-collection in RFID
systems, which is usually done with SQL based relational databases. Rieback et al.
based their proof of concept on a virus spreading via such an SQL injection. In detail,
they implemented it using a SQL injection in Oracle and opened a command shell on

the PHP-based management interface.

To protect systems against such attacks, Rieback et al. advise using well known pre-
cautions. This includes bounds checking to ensure all indexes are inside the range of
an array. All input has to be rigorously sanitized. This is best done by allowing only
standard character input and using "built-in" data-sanitizing functions where available.
Another important step is to disable back-end scripting languages wherever possible.
Its important to limit database permissions and segregate users and most critical to
disable multiple commands in a single query. As constructing SQL on the fly is dan-
gerous, parameter binding using the PREPARE is recommended. Furthermore, when
implementing a RFID system it is best to isolate the RFID middleware server, so that
compromising the RFID infrastructure does not compromise the entire computing envi-

ronment. Last, code reviews should be applied to any code.

Rieback et al. state that RFID malware has the potential of causing several subsequent
threats and countermeasures to appear in RFID environments. They anticipate topics

like RFID phishing, RFID wardriving and RFID honeypots.

4.2.5 Security models for RFID

To compare the pros and contras of different RFID security protocols, we can use formal
descriptions of RFID security and privacy parameters. There are several such descrip-
tions of RFID security and privacy available. There are however, some formalized RFID
security models by Avoine [6], Juels and Weis [92] as well as Van Le et al. [108]. In this
section we will provide a presentation of the most important models and their central

attributes. A short comparison of these models is given in table 4.1.

a7



Chapter 4 Literature Review

Avoine's adversary model

Avoine claims that "designing and analyzing RFID protocols is still a real problem,

because no universal model has been defined" [6].

adversary model for RFID.

For this model, Avoine identifies three vulnerable channels in RFID environments. The
first two, namely the well known forward channel and backward channel, are treated
individually, as "some protocols benefit from the asymmetry" [6]. In addition, Avoine

treats the memory as a third channel, because from a theoretical viewpoint, all three

Therefore, he presents a formal

can be accessible for read and/or write operations, or not accessible at all.

Every adversary model consists of the means and goals of the adversary. For his model,

Avoine describes means as follows:

Avoine [6] Juels and Weis | Van Le et al
[92] [108]
Functional Adversary Ap- | Adversary Ap- | Universal Compos-
Base proach proach ability (UC) frame-
work
Goal Generality in cap- | Simple definition of | Using UC advan-
turing adversarial | strong adversary tages
operations
Tested at Published  proto- | Published  proto- | Own Protocols
cols cols
Found Protocols unsecure | Protocols unsecure | Protocols secure
Authors see | Yes Yes (side channels) | Yes (side channels)
need for im-
provement

o8
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Query The adversary sends a message over the forward channel and a subsequent mes-

sage after receiving the answer.
Send The adversary sends a message over the backward channel and receives the answer.

Execute The adversary initiates a communication between both legitimate tag and

reader, obtaining messages from the forward and backward channel.

Execute* Same as with "Execute", but the adversary only obtains messages from the

forward channel.

Reveal The adversary obtains the content of a tags memory channel. As the adversary

has corrupted the tag, other operations are no longer possible.

Regarding the goals of the adversary, Avoine introduces a formalization for the RF
relevant term untraceability. More important, he divides into ezistential and universal
untraceability. The first denotes the fact that an adversary cannot succeed with any
tracking attack, the second one describes a scenario where an adversary can only succeed
under particular circumstances. After presenting his definitions, Avoine applies them to
several proposed RFID protocols and concludes that most of them did not respect the
minimum expected security criteria. The few that did suffered from high computation
complexity. Finally, Avoine emphasizes that his work is just a first step in formalizing

RFID security and untraceability.

The Juels and Weis model

Juels and Weis present their own security model [92]. Compared to the Avoine model,
they claim that their model is less flexible, but more specific and simple. However, as
they state, their model is more general in one respect. It allows adversarial interactions
with more than two tags, thus covering the security aspects of RFID systems based on
correlated secrets. Moreover, the Juels/Weis model is explicitly aimed at next generation
EPC tags and similar tags, which are capable of performing symmetric cryptography.

In their views, systems are composed by a single reader and an arbitrary number of
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Figure 4.7: Juels’ formalized tag interface (from [92])
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Figure 4.8: Juels’ formalized reader interface (from [92])

tags. All of them are viewed as "functionalities" with well defined interfaces |92|. These
interfaces are shown in figures 4.7 and 4.8. They may receive messages and respond

with their own. Especially, they do not necessarily provide deterministic output.

The model defines tags to store two values, a key and a session identifier (sid). Both
of them have related messages, new keys are set via SETKEY message and new sids
are received together with a TAGINIT message. In response to a SETKEY message a
tag sends its current key. Other exchanged messages are challenges (c¢) and responses
(r). Upon receipt of a READERINIT message, the reader creates a sid and the first
challenge cq of the challenge-response protocol. These are sent as TAGINIT messages
to the reader. In addition, sids are stored in the back-end database together with some

state information ("open" or "closed") to identify incoming queries.

An adversary in the Juels/Weis model can issue all kinds of messages (SETKEY, TAGINIT,
READERINIT, ¢, r). If she is able to successfully issue a SETKEY command, she can

both obtain the tag’s key plus embed an arbitrary new one. Therefore, Juels and Weis
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view any tag, receiving an adversarial SETKEY message, as corrupted. In addition to
this definition, their work features a privacy experiment, based on the above parameters,

and a formal definition of privacy, derived from it.

In this definition, privacy is not depending on single asset, but on the entire system [92].
If generated keys are not random, or the reader does not treat all tags equally, privacy,
according to the definition, is unachievable. In addition, the Juels/Weis definition is
strictly protocol-level based. Physical tag identification, for example by their radio
characteristics, is not covered by it. The initial definition requires all readers to "own"
their tags, i.e. assumes a closed system, which is extremely unlikely for a real world
scenario. In such a realistic scenario, users can be expected to carry tags of different
types. As readers will reject all incompatible tags, any adversary, capable of performing
a man in the middle attack, compromises formal privacy by identifying tag types. The
information gathered this way can be used for tracking individual sets of tags. Juels
and Weis address this by defining a variant of their definition aimed on what they call
cross-reader privacy. Again, this definition is limited the protocol level. In case, the tag
types are physically distinguishable, for example by their frequency, the best achievable

formal privacy is indistinguishability between tags of the same type.

Juels and Weis use their definitions to test several protocols. For example, they show
that the Weis et al. hash-lock system (see section 4.2.1 or [187]) is only private for the
closed system assumption. Therefore, they present an improvement to the initial hash-
lock scheme, using nonces (one time numbers), but do not provide a formal analysis for

this.

Juels and Weis conclude that their definition is just a starting point and further research
is needed in two directions. On the one hand, there is need for even stronger definitions.
For example, side channel information, like the radio behavior of tags, is not covered
by their current approach. On the other hand, Juels and Weis admit that some of
their definitions are to strong and only practically feasible using public-key encryption.

Symmetric key encryption would require a brute-force search for tag keys, which would
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scale poorly on large systems. Therefore, Juels and Weis declare weaker definitions,

which are more practicable, a fertile area for research.

The UC model

Another security model is presented by Burmester, Van Le and Medeiros |22] and refined
by Van Le, Burmester and Medeiros [108|. Unlike the others, this model is based on the
universal composability (UC) framework [26] instead of the classical adversary approach.
This approach defines security in terms of indistinguishability between real and ideal
protocol simulation. Therefore, the UC model requires three elements: models of both
the real and ideal protocol execution and a proof of indistinguishability between them.
To formalize their model, Van Le et al. assume that all malicious participants are under

control of a central adversary.

The central agenda of this model is to provide forward security for RFID communica-
tions. This means that sessions cannot be corrupted by the adversary at a later point.
However the Van Le ideal world model does only provide this value for completed ses-
sions. An adversary, corrupting a tag (reader and back-end are considered incorruptible),
can link all incomplete sessions up to the last completed one. Further on, Van Le et
al. use their model to prove the correctness of two new protocols they present. They
admit, however, that they do not address side-channel attacks which are likely to corrupt
protected tags. As such attacks are not restricted to the protocol level this is beyond
their intended scopes. Nevertheless, their model includes a brief formalization of ideal
wireless communication which can serve as a starting point for further examination of

lower communication layers, beyond the protocol level.

4.2.6 Integration of different approaches - RFID Guardian

In the previous sections we have seen that there are various ways to address the secu-

rity and privacy concerns of RFID. However, most of them are either not feasible on
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low cost tags or address only a small subset of RFID security issues. To integrate the
various approaches, Melanie R. Rieback, Bruno Crispo and Andrew S. Tanenbaum pro-
posed a device called RFID Guardian [157] in 2005. They observed that most security
proposals require high-end RFID tags, leaving the majority of applications, which are
based on cheap tags, unprotected. In addition, they state that many solutions are not
compatible to each other, but have complimentary features (e.g. blocker tags and hash
locks, described in section 4.2.1). Therefore, they introduce the RFID Guardian as first
centralized platform for managing individual user’s security and privacy. They propose
an actively powered, portable device. Because of the prerequisite of portability, Rieback
et al. planned their RFID Guardian, to be no more than the size of a PDA. Alterna-
tively, the device could be directly integrated into a handheld computer or a cellphone.
The main benefit of the RFID Guardian is that it integrates auditing, key management,
access control and authentication into a single device. To accomplish this, it has to be

able to read tags, but also emulate them to communicate with readers.

The RFID Guardian supports two forms of auditing. It logs RFID scans and therefore
allows discovering illicit behavior. This enables users to resolve this activities later on
and report them to the authorities. In addition, the guardian can perform regular scans
to discover RFID tags in its owners possession, which prevents the user from carrying
unknown and unwanted tags. It is noteworthy that these scans involve a trade-of between
scanning often, which offers strong protection but will drain huge amounts of battery
power and might result in false positives and scanning infrequently, which is less resource

consuming, but leaves the user unprotected for some time.

Another function Rieback et al. included into the RFID guardian is key management,
which is required for several RFID security mechanisms. Being a two way RFID device,
able to communicate with both tag and reader, the RFID Guardian is perfectly suited
to serve as key management system without having to rely on additional infrastructure.
Its features include activation and deactivation of security measures and key updates
on-demand. This is especially valuable on low cost tags, which cannot create random

material for keys by themselves.
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On behalf of access control, Rieback et al. introduce three new features to the RFID secu-
rity context. First, coordination of security primitives means that the RFID Guardian
coordinates the use of different access control mechanisms in appropriate situations.
While this need not be done by a device, most RFID users will surely lack the patience
or knowledge to do this manually. Second, context-awareness relates to the fact that the
amount of risk differs from place to place. For example, some tags that contain private
information are meant to be readable at home, to offer additional benefits. If such a
tag is readable in public places it might represent a serious privacy threat. As context
is a somewhat imprecise fact and might be hard to determine, Rieback et al. propose
two ways how the Guardian acquires context information. It could either be linked to
some sort of GPS to calculate its position, or it could receive context updates by certain
readers for example on leaving the user’s house. The main problem is that the RFID
Guardian has to be in a readers vicinity to be notified of context changes. Finally, tag-
reader mediation means that the RFID Guardian works as man-in-the-middle for any
negotiation between tags and readers. It takes care of encryption, forwards queries and
manages which readers get answers to their queries. This is done by jamming the tags

if the readers are not permitted to access.

Furthermore, the RFID Guardian can serve as of tag authorization device when commu-
nicating with "guardian aware" readers, therefore automatically enforcing the previously
mentioned access control mechanisms accordingly. The remaining problem is that RFID
queries are not easily linkable to the readers that issued them. Rieback et al. address
this problem by recommending further standardization to solve this problem. Until then,

they propose to make readers announce their queries prior to execution.

In 2006, Rieback et al. finally presented a prototype for their device in [156]. They
designed their device to be integrated in a handheld computer. For implementing the
reader function they used a fully ISO-15693 compliant RFID reader. The standards
based tag emulation hardware allows to actively spoof tag responses up to half a meter
and additionally serves as hardware basis for distributing the RFID Guardian’s jamming

signal. This jamming signal of the current prototype is optimized for ISO-15693 tags
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with slotted aloha anti collision scheme (see section 2.1.4). The RFID Guardian decodes
incoming queries an blocks exactly the timeslot, in which the tag responds. A disadvan-
tage of this system is that, as the RFID Guardian emulates a tag, it is unable to initiate

communication with a reader. Instead, it always has to wait for reader requests.

The software for the RFID Guardian consists of a central real-time operating system and
several libraries implementing the required functionality. These include device drivers for
the hardware components, an implementation of the ISO-15693 communication protocol
to enable it to understand RFID communication and a journaling file system for storing
persistent data into the integrated flash memory. The main functions are realized by
four tasks, which share the system resources. All of them wait for invocation in infinite
loops and activate appropriate routines from the software stack. The timer task performs
regular activities, the Ul task handles user input, the tag task takes care of tag emulation
and the reader task issues RFID queries. In addition, Rieback et al. plan that the RFID
Guardian will communicate with "guardian aware" readers using a so-called "guardian

language", but this topic remains theoretic, as no such readers exist at the time being.

An interesting aspect of [156] are the initial considerations on the security of the RFID
Guardian itself. Exploits like buffer overflows should be preventable by cautious pro-
gramming of the guardian’s software. In addition, Rieback et al. see no real threat in
DOS attacks against the RFID Guardian. Most attacks that could confuse the guardian
would also confuse the tag. This would prevent it from answering, therefore eliminating
the reason why anyone should want to take down the RFID Guardian in the first place.
Exactly the same arguments apply to completely jamming the communications channel.
A variation of a classical DOS attack would be to take down the guardian’s auditing
functions by filling up the RFID Guardian’s limited storage space. While this would be
a possible way to destroy evidence, it will take enough time for the guardian to notify
its owner of this threat. Nevertheless there are some attacks that will be successful
against the guardian. For example, by tracking the collision space, readers can discover
the IDs of guardian-protected tags. Rieback et al. see the biggest problem of the RFID

Guardian in its inability to block reader queries. While it may block tags from answering
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the query, the guardian cannot prevent readers from executing malicious queries to kill
tags or overwrite content. Another drawback of the guardian until this point is that it

is unable to handle tags working with different standards or frequencies.

Despite this restrictions the RFID Guardian is a powerful privacy protection tool that
integrates several different functionalities and RFID security proposals. In their conclu-
sion, Rieback et al. compare their RFID Guardian to a life raft in an upcoming sea of
RFID systems that will help users to regain a bit of privacy lost to the ubiquitous RFID

environment.

4.2.7 Actual and potential uses of RFID

RFID is a potent technology for various areas of application, some of which can already
be seen in practice while others remain somewhat theoretic at this point. For example,
RFID is currently used in several libraries throughout the US [132] and for linking goods
to identifiers in the supply chain. The latter one offers an interesting possibility when

combined with the upcoming worldwide EPCnetwork [174].

RFID in anti-counterfeiting

RFID tags can be used to replace or support existing anti-counterfeiting technologies.
This was examined by Staake et al. [174], who show the use of the EPC (Electronic
Product Code) Network to keep track of legitimate products. Anti-counterfeiting mea-
sures consist of four parts: legislation, law enforcement, policies and technical measures.
Technical measures are again divided into three categories. Optical anti-counterfeiting
technologies include solutions like the famous holograms or microprinting. However,
they are not forgery resistant and because of their widespread use, customers tend to
pay little to no attention to them. Biotechnology shows a growing potential for anti-
counterfeiting by using the unique characteristics of DNA. By adding minimal doses

to certain products, producers can confirm their legitimacy through biochemical tests.
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Another growing section is microelectronics, which is best suited for automated checks.
Obviously, RFID tags belong to the last branch. Staake et al. exemplify how the EPC-
network presented in section 2.2.2 can be used to prevent counterfeiting of tagged goods.
Anti-counterfeiting uses the possibility of worldwide tracking, which is normally viewed
as privacy threat in RFID, to check goods in a fully automated way. According to Staake
et al. [174], RFID has the potential to circumvent all shortcomings of current measures

and become a flexible and secure tool for anti-counterfeiting.

RFID in libraries

Apart from theoretical considerations, valuable lesson can be learned from RFID ap-
plications in practical use. Molnar and Wagner [132]| do this by analyzing RFID based
library systems, which are already in use in the USA. They describe actual implemen-
tations of library services and show what concerns remain in current systems. A typical
practical problem they describe is that RFID systems and the employed tags will rarely
be altered or replaced once attached to a book, as the environment for RFID is still
cost intensive, even though the tags are not. Therefore, many flaws remain in working
systems and malicious contents will stay present on tags undetected, as long as they
do not trigger any alerts on check-out or check-in of the book. According to Molnar
and Wagner, this would only happen if the malicious changes affect the ID of the tag
or information like a so-called "security bit". This term is somewhat odd in the given
context, as the bit is not concerned with RFID security, it only keeps the status of
the book (e.g. checked-in or -out) in some implementations. In other implementations,
readers acquire this information by querying a database with the tag’s identity instead

of asking the tag directly.

Molnar and Wagner prove that an adversary can pose a threat without having access
to such a bibliographical database, a fact that has beforehand been denied by some
library RFID proponents [132]. None of the systems they analyzed used any type of

read access controls and the IDs are currently persistent throughout the tag’s lifetime.
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This has mainly practical reasons, because it prevents tags from a particular library
from triggering readers elsewhere. As Molnar and Wagner indicate, this privacy leak
could even raise racial issues. People, who possess books from libraries in minority
areas, could become preferred targets of RFID using authorities. The static ID itself
is a problem as well, because it allows tracking of books and if combined with other
surveillance technologies allows to link books to certain groups of people. For example
if a book (without knowing its title, topic or author) was beforehand found in the
hands of suspected criminals, it could arise suspicion around everyone who reads it.
Oversuspicious authorities could construct lists of suspicious books and search for people
who check out this books. Molnar and Wagner describe this "hotlisting" as a major

problem of RFID enabled libraries.

Moreover, they show that even if tags would be upgraded to support access control,
many of them would still be identifiable, because of their collision avoidance behavior.
This behavior is often based on globally unique, static collision IDs, which can be used
exactly like normal identifiers (see section 2.1.4). Because this is hardcoded on a low
layer it is impossible to subsequently provide an appropriate level of privacy on such

systems.

Another problem Molnar and Wagner emphasize is that actual and coming RFID stan-
dards like the EPC standard [77| and the ISO-18000-3 standard implement a lock com-
mand, but no unlock. This lock command prevents further memory changes. As the
security bit, mentioned earlier, needs to be changed quite often, it is impossible to lock
library RFID tags on deployment. Therefore, any attacker could lock the bit afterward
to make the book, it is attached to, unavailable. Molnar and Wagner claim that this
"security bit Denial of Service" was possible in any ISO-15693 environment they exam-
ined. In addition, as empty tag space on RFID tags is usually writable, an attacker can
easily store his own identifier and bypass security measures like ID changes. Molnar and

Wagner recommend that at least this part of memory should be locked.

Furthermore, they state that until now write passwords are the only security measure

68



Chapter 4 Literature Review

used in actual implementations. Passwords are currently transmitted unencrypted and
therefore simple eavesdropping allows attackers to discover all they need to execute any
kind of query. Moreover, if the system is based on using the same password for all tags,
discovering one password compromises the entire system. Else, if the system utilizes
different passwords for tags, they require some sort of identifier sent from the tags,

which would again allow hotlisting.

In the second part of [132|, Molnar and Wagner describe necessary prerequisites for
improved privacy in RFID based libraries. One of their proposals is some kind of private
anti-collision for tags, to prevent their identification by the used collision avoidance
behavior, mentioned above. They suggest to replace all data on a tag by a random
number at check-out and recover it from a database on check-in. Books leaving the

library will then only contain a random number, which allows no hotlisting.

Molnar’s and Wagner’s second improvement is some minimum encryption for transmitted
passwords. They propose a simple protocol, where the tag transmits a random number
to the reader, which is then used to encrypt the password. The security advantage is
gained by the fact that tag to reader transmissions are harder to eavesdrop than the
opposite direction. If an eavesdropper misses the random number, he cannot exploit
the password transmission. Currently though, the generation of the required random
numbers is beyond the capabilities of available tags. Furthermore, Molnar and Wagner
present their plan to solve the dilemma between readers, which can only authenticate a
tag using the tag’s symmetric key if they know the tag’s identity, and the tag, which can
only reveal its identity after authenticating the reader. The exact description is beyond

the scope of this work and can be read in [132].

According to their findings current library RFID systems do not and cannot protect
consumer privacy. Therefore, Molnar ans Wagner conclude that adopting all required
security properties will take a lot of time, money and effort. Apart from its use in anti-
counterfeiting or library check-outs, RFID is also included in contactless identification

tokens like the e-passports that we will examine in the following section.
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4.2.8 RFID passport security analysis

In 2006, the USA and the European Union issued the first generation of new RFID
equipped Passports. Subsequently, several authors analyzed the security and privacy as-
pects of this so-called e-passport. The International Civil Aviation Organization (ICAO),
responsible for passport standards, calls these passports Machine Readable Travel Doc-
uments (MRTD). The privacy aspects of these new passports have gotten a lot of atten-
tion, not only on the web. Several security related websites and blogs have already dealt
with this topic? and there are also some scientific contributions. During our literature
review we acquired three publications on e-passports by Juels et al. [87], Hoepman et
al. [74] and Carluccio et al. [29]. Avoine’s online bibliography [7] mentions a fourth
paper on e-passports, but we were not able to retrieve anything more than a citation
of this document [102]. After several unsuccessful tries, we finally found the article on
Springer’s website?, but had to note that the Vienna University of Technology’s access
rights did not permit us to access this document. Therefore, we could not include it in

our literature review.

Juels, Molnar and Wagner

Juels et al. |87] explore the security and privacy implications of the "worldwide experi-
ment" represented by the e-passport. They examine clandestine scanning and tracking,
skimming and cloning, eavesdropping and biometric data-leakage as well as crypto-
graphic weaknesses in the current ICAO guidelines. Wherever appropriate, they also
examine the case of the Malaysian e-passport, whose deployment in 1998 predates the
ICAOQO specification. Juels et al. stress the importance of data leakage threats as MRTDs
contain especially sensitive information. Acquiring such information will allow crimi-
nals to create fake identities and create fraudulent documents. Moreover, tracking and

hotlisting are potentially even more dangerous. While any static identifier allows to track

Zsee, for example http://www.schneier.com /blog/archives/2006/08 /hackers _clone _r.html
3http:/ /www.springerlink.com /content /b50183536414k401 /?p—2fc16a31d217468abc717507c1113133pi=41
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a person’s movement, hotlisting allows to target specific individuals and therefore yields
unpleasant prospects as the infamous "American-sniffing bomb" explicitly mentioned by

Juels et al.

Additionally, MRTDs contain high quality biometric data. Currently this is only a digital
image, which alone could allows identity theft. Juels et al. mention that some supporters
of biometrics argue that such images are public knowledge and do therefore not require
secrecy. However, this argument ignores a fundamental aspect of passport pictures:
image quality. They are usually taken under highly regulated circumstances and are
consequently significantly better than anything made under casual circumstances. An
attacker will likely be unable to create pictures of similar quality without the intended
victim’s notice. Therefore, digital image information is not public record |87] and should
be kept secret. This is even more the case with iris scans and fingerprints, which could
also be stored in ICAO conform e-passports. Biometrics related security is even more
critical, as Juels et al. identify two typical factors in the e-passport context threatening
it. First, the intended automation of passport checks leads to a relaxation of human
oversight, which eases spoofing of certain attributes. Second, there is a potential and
highly probable spillover effect as biometrics can also be used as authentication tokens
in other context. Juels et al. exemplify this by showing [87] how spillovers could be used

to defeat a recent scheme for fingerprint randomization.

Subsequently to their threat survey, Juels et al. examine the ICAO specification’s
mandatory and optional cryptographic features. Most noteworthy, the mandatory fea-
ture in this specification is passive authentication, ensuring only that the given data is
authentic and not the data container (namely the e-passport). To ensure the tokens

authenticity, basic or active authentication should be employed.

Moreover, Juels et al. propose several security measures to strengthen actual e-passport
deployments. First, their most basic precaution is to construct the passport cover out
of some sort of blocking material to create a faraday cage. This would prevent any

clandestine scans, and allows the passport bearer to regain control over whom he shows
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his data. Moreover, they advise to use larger (128-bit) secrets for key derivation and
a switch from the standard UID based ISO-14443 anti-collision algorithm to private
collision avoidance. Furthermore, Juels et al. state that optically readable keys fit neatly
in the passport context, but will not be usable for other contactless ID cards. Regarding
future issues they envision problems resulting from writable e-passports, which might be
desired to store visas electronically [87], and a potential function creep, when e-passports

are used for additional purposes like e-commerce.

Juels et al. conclude that e-passports are only the first of a whole new generation of
identification devices and may provide valuable information on building more secure

systems.

Hoepman, Hubbers, Jacobs, Oostdijk and Wichers Schreur

Hoepman et al. [74] analyze the first generation of e-passports conforming with the ICAO
specification. They examine the main security factors based on the Dutch e-passport
and especially put their focus on the specific European perspective, emphasizing the de-
velopment of extended access control. To precisely assess the needs of e-passports, they
formulate three basic security goals: First, terminals (readers) should always authenti-
cate themselves first to prevent information disclosure. Second, the passport holder’s
consent should be required before any identity information is released. Finally, any-
one who receives such data should be able to verify this information’s integrity and

authenticity.

Regarding the fulfillment of this goals in the current e-passport generation, Hoepman
et al. state that the first goal, namely reader first authentication, is not satisfied. Ba-
sic access control only requires readers to know the passport’s machine readable zone
(MRZ) information i.e. to have optical access to the passport and enforces no reliable
authentication. The second goal is theoretically satisfied as passport holders must open
their passports before the reader acquires the MRZ information. The action of opening

the passport implies at least some sort of consent. However, in practice there are some
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side channels that leak out data without prior authentication. Finally, Hoepman et al.
regard the third goal of verifiable integrity and authenticity as satisfied by the secure

messaging service used after the basic authentication.

An additional focus of their publication is on special identity management issues of
e-passports. For situations which require only simple proofs, like in Hoepman et al.’s
example where a person has to proof only that she is over 18, the e-passport is certainly
an "overkill" [74]. Therefore, the authors give basic rules for more flexible identification
tokens. Mainly, they advise an environment authentication first strategy to protect user
privacy, which they see as most important for security. Furthermore, they propose that
authentication should be split into small portions. Regarding the prior example, this
means that there should be a reliable way to transmit small information pieces like "The

owner of this token is over 18".

Finally, they advise a fundamental redesign for the second generation of e-passports.
Their most outstanding advice is to redesign e-passports as a smart card with contacts,
to avoid a whole set of clandestine operations possible in RFID environments. Moreover,
they advise a network that connects all passport terminals to a back office, which handles
identification of terminals using public key cryptography and determines their access
rights on the fly. Subsequently this back office would give the terminal access to the
passport by fetching the required information from a server in the passport’s issuing

country.

Carluccio, Lemke-Rust, Paar and Sadeghi

Carluccio et al. [29] focus on the basic access control features of the ICAO specification
and in particular its German implementation. Moreover, they contribute a distributed
hardware platform for eavesdropping and cracking e-passport data to the current scien-
tific discussion. Basically they summarize the functionality of basic access control and
describe two attacks on privacy. This attacks would allow eavesdroppers to build up an

adversarial tracking database. Their first attack is based on a direct key search. MRTDs
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have no failure counter, which allows adversaries to run limitless brute-force attacks at
check-in desks or airport restaurants. As Carluccio et al. point out, the odds of such an
attack can be increased greatly by guessing some information about victims like date of

birth or city of residence.

Additionally, Carluccio et al. describe their device architecture. For an 1SO-14443 en-
vironment they explain that nominal operating distances can be exceeded greatly and
communications over 2 meters distance are possible. Moreover, they envision that with
some setup optimizations distances around 10 meters should be possible [29]. As the
threat scenario they foresee is a online tracking database, Carluccio et al. see a poten-
tial for MRTD cracking in distributed environments, using idle computing capacities of
machines connected via the internet to break passport encryption. Alternatively, they
advise using optimized special purpose hardware. For their examinations they used a

system called COPACABANA, with optimized code breaking hardware.

Finally they conclude that e-passports offer strong mechanisms for authenticity, while

confidentiality and access control mechanics are still weak.

4.3 Observations

"The most profound technologies are those that disappear. They weave themselves into
the fabric of everyday life until they are indistinguishable from it" [188]. This quote
from Mark Weiser, who was the first to use the term "ubiquitous computing”, illustrates
the potential of RFID tags. But, as long as consumers have serious privacy concerns
against RFID [179], we do not expect the technology to become truly "invisible" in the
sense of the quotation above. Therefore, we present the observations we made during our
literature review of RFID security and privacy, as we are convinced that strong security
can solve many of these pressing concerns. An overview on our observations is given in

table 4.2. Part of this work is going to appear in [160].
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4.3.1 Observation 1: RFID security is a complex topic comprised

of several severe, interconnected problems

Much of RFID’s characteristic complexity comes from its composed nature, implying
several interconnected problems. We found an adequate example for this fact in Avoine’s
and Oechslin’s [10] findings on tracking as a multilayer problem. Tracking or tracing is
an RFID significant security threat. It means that adversaries can identify tags they read
before (e.g. by a static identifier). This represents a serious violation of confidentiality

as well as privacy.

According to Thornton et al., misleading and speculative media reports have made
tracking the threat that customers are most aware and afraid of [179]. Furthermore,
tracking is a well known RFID specific problem, and has therefore received a lot of
attention by the scientific community. This led to the publication of numerous privacy

protection proposals [4,89, 156] to mitigate it. Among them, there is the previously

Observation 1 | RFID security is a complex topic comprised of several severe,

interconnected problems.

Observation 2 | There is no commonly accepted holistic security model.

Observation 3 | Papers on new protocols and publications on weaknesses in

them appear increasingly fast.

Observation 4 | Perceptions on RFID differ widely depending on the partici-
pating stakeholders.

Observation 5 | Available trusted and proven cryptographic solutions are not

applicable to the current generation of low cost tags.

Observation 6 | There are a few main development streams in the RFID secu-

rity and privacy complex that drive the technology forward.

Observation 7 | RFID equipped e-passports are considered insecure.

Table 4.2: Observations on RFID security
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mentioned work by Avoine and Oechslin on tracking’s multilayered nature [10] (see
section 4.2.4). Unlike the OSI layers [42| in networking, the three RFID layers have
to be secured independently. If privacy protection fails on only one of these layers the

whole system is automatically compromised.

However, RFID’s complexity is not caused by its multilayered nature alone. We see
another source for the topic’s complexity in the broad range of possible attacks. RFID
has its own specific set of vulnerabilities [98], as it can be seen in the tracking complex.
However, for some time people shared the convenient view that the obvious resource lim-
itations faced by (cheap) RFID tags would implicitly secure them against more complex
malware like viruses and worms. This was pointed out by Rieback et al. and immediately
disproved in the same publication [158| (see section 4.2.4). In their impressive paper,
they showed on an exemplary virus that complex exploit based malware is possible de-
spite the previously mentioned limitations. Therefore, we see that RFID implementers
should not limit their views on core RFID topics, but be aware of all vulnerabilities

discovered in information and communication technologies.

4.3.2 Observation 2: There is no commonly accepted holistic

security model

In [6], Avoine points out the importance of a universal RFID security model for designing
secure RFID protocols. Even though, he and several subsequent authors put forward
their models [6,92,108] (see the corresponding section for a comparison), none of these
seems to have the potential to arise as a standard model. This can be exemplified using
several common points. First, all of these presented models are limited to the protocol
level. Therefore, lower level characteristics like radio behavior are not covered by them.
As an initial effort in this direction, Van Le et al. [108] present a formalization of ideal
wireless communication, which may serve as a possible starting point. Second, the
intended range of such a protocol is not beyond doubt. As Juels and Weis [92] showed in

their conclusion, there are arguments in favor of both stronger and weaker formal models.
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Nevertheless, we should not yet talk of exhaustive research in this area, the existing
models do already prove their value, as they can be used to uncover weaknesses in existing
protocols. Avoine, Juels and Weis, use their models to examine existing protocols and
show that most of them do not provide formal security under them. Juels and Weis
highlight that many systems do only provide security under their practically unrealistic
closed system assumption [92]. The Van Le et al. model represents a little exception,
as the authors analyze their own, newly presented protocols. It is not surprisingly that

they find them secure.

As Gilbert et al. highlighted, a too restrictive model can make protocols look secure that
are nevertheless vulnerable to realistic attacks [62]. Therefore, the lack of a standard
security model for RFID shifts attention and resources from protocol comparisons to
model assessments. As none of the presented RFID security models covers all aspects
of RFID, we think that they will not arise as a standard to test new protocols, but
they can provide valuable input for the future development of such a model. Until
an agreed standard model arises, we believe that claims on mathematically provable
security should be treated with care, as models and the protocols, tested against them,
are often defined by the same persons. Therefore, testing and comparing new protocols
and applications remains a complex task. Further efforts in this research direction could
benefit the improvement of RFID security as such, by sparing researchers a lot of side

efforts.

4.3.3 Observation 3: Papers on new protocols and publications

on weaknesses in them appear increasingly fast

As RFID itself is a rather young research field, it is undergoing fast development and
change. In 2005, Avoine and Oechslin [10] cited six publications on new protocols and
only two that uncovered weaknesses in such protocols [5,163|. Therefore, they concluded

that only little work has been done on computationally simple protocols. Now, we can
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see that this situation is changing rapidly, as numerous publications address the issue of

new protocols and their weaknesses.

Examples for this fact include, but are certainly not limited to, Li and Deng’s [116]
attack against "EMAP: An Efficient Mutual Authentication Protocol" [143], Li and
Wang’s [117] attacks against the recently proposed LMAP [140] and M?AP [141] and
Gilbert et al.’s [62] active attack against the so-called "HB*" [91]. Moreover, Defend, Fu
and Juels [43| present lightweight attacks on two protocols by Vajda and Buttyan [182],

which uncover the session keys.

Three of these four examples appeared within less than a year’s time. In addition, from
fourteen sources added to Avoine’s bibliography [7] in 2007, eight dealt with new proto-
cols and four exposed weaknesses in existing protocols. We can see from this evidence
that the lack of attention on protocol weaknesses Avoine and Oechslin experienced [10]
does no longer exist. Therefore, we believe that RFID development has entered a new
era where new protocols appear at a fast rate and are disproved (or sometimes improved)

quite as fast.

4.3.4 Observation 4: Perceptions on RFID differ widely

depending on the participating stakeholders.

Among the topics of the emerging RFID trust complex, we find the debate on further
governmental or voluntary vendor regulations especially interesting. A summary of
the different points of involved parties, namely customers, vendors, researchers and
governments, can be found in the results of a public consultation on RFID privacy
by the European Union’s Article 29 Data Protection Working Party. A year earlier
this advisory body published its views on RFID technology and privacy aspects [50]
and asked for comments. In their report on the results of this consultation [49], the
members of the working party state that they got results from eight private individuals,

nine universities and think tanks, sixteen corporations or trade organizations, and one
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consumer association. Corporation in this context refers to both RFID vendors and
retailers. One point of the results we find noteworthy is that most corporations see self-
regulation as the adequate tool to complement the current European data protection
directive in RFID related privacy issues, whereas most of the other parties suggest a
need for additional guidance like RFID specific rules in the directive. The only exception
from this pattern are companies providing security solutions themselves, as they do not
view self-regulation as an appropriate measure. Nevertheless, the situation is not always
that clear and the opinions are not always as different as it appears in that case. This

can be seen in our next example.

Comparing the proposed "RFID Bill of Rights"* by Garfinkel to its business counter-
part, the EPCglobal guidelines® for RFID, we can easily see the fundamental differences
between them. These are exemplified in in table 4.3. When examining this fact, it is im-
portant to note that Garfinkel opposes regulation. He proposed a voluntary vendor self
regulation to prevent strict mandatory regulation by governmental institutions, which
would delay the further economic adoption of RFID. If the self regulation rules and
sanctions are not strict enough to prevent misuse of the technology, this could lead to
a public outcry with exactly the foreseen negative result. In Garfinkel’s view the EPC-
global version of his proposals is too weak to have the intended result. In fact, Garfinkel
called these guidelines "significantly watered down"® and showed that we can tell from
the wording how thin these rights really are. For example, instead of guaranteeing users
the right to have tags deactivated, EPCglobal Inc. simply advises that customers should

be informed about the choices they have for future removal or deactivation of the tag.

Even though, the situation cannot be explained by labeling private individuals regulation
proponents and corporations opponents, there are fundamental differences in the views
of RFID and the corresponding privacy needs by this two groups. To conclude, there is

a tradeoff between governmental regulation which might ensure privacy but will delay

“see http://www.technologyreview.com /Infotech /12953 /
Ssee http://www.epcglobalinc.org/public/ppsc_guide/
bsee http://www.technologyreview.com/Infotech/13902/
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RFID’s widespread adoption and limit its technological diversity and voluntary self
regulation which will ensure fast economic success through flexibility but might sacrifice

customer privacy to achieve this goal.

4.3.5 Observation 5: Available trusted and proven cryptographic
solutions are not applicable to the current generation of

low cost tags

RFID’s resource limitations in processing capacity and memory prevent tags from using
conventional cryptographic like other platforms do. Especially, these cryptographic so-
lutions are not applicable on the current generation of low cost tags. This view was quite

common in our reviewed literature. For example, Juels [81] sees PIN controlled data ac-

RFID Bill of Rights*

Consumers should have...

EPCglobal Guidelines®

...the right to know whether products
contain RFID tags.

Tagged products should be marked
with an EPC sticker.

...the right to have RFID tags re-
moved or deactivated when they pur-

chase products.

Consumers will be informed of the
choices available to discard or remove

the tag.

...the right to use RFID-enabled ser-
vices without RFID tags.

Consumers shall be informed of the ad-

vantages RFID offers.

...the right to know when, where and

why the tags are being read.

Companies should publish policies ad-

dressing the use of collected data.

...the right to access an RFID tag’s

stored data.

(Not covered by the EPCglobal guide-

lines)

Table 4.3: RFID Bill of Rights vs. EPCglobal Guidelines (first published in [160])
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cess as the best providable security on upcoming five cent tags, as they will only perform
simple computational operations, excluding conventional cryptography. Other examples
for this view include Sarma et al., who explicitly call strong symmetric key encryption "a
challenge in short term" [166] and Juels’ work on "yoking proofs" [82] in which he claims
MD?5 hash functions are beyond reach for low cost RFID tags for the coming years. Fur-
thermore, even downscaled variants of common cryptographic algorithms like the AES
implementation by Feldhofer et al. [54] will exceed the computational restrictions of the

quintessential cheap RFID token, the EPC tag [12].

These samples indicate that this opinion is common in the RFID context and shared
among the involved parties. Nevertheless, it is an important fact, as this absence of
profen cryptographic solutions has the potential to cause further consumer concerns
and seriously delay RFID’s further development. Some of the already deployed RFID
applications find widespread acceptance despite their proven lack of security [179], which
indicates a weaker connection between security and consumer concerns than we believe.
Nonetheless, this observation serves as our starting point for our examination of the
current main development streams in RFID research, as it provides an explanation for

the driving issues in this research direction.

4.3.6 Observation 6: There are a few main development streams
in the RFID security and privacy complex that drive the

technology forward

As we have seen, the fact that RFID tags cannot execute conventional cryptography
is a common one. This makes computationally less complex algorithms an important
research issue. Juels formulated the notion of "minimalist cryptography" [81], which
basically means that standard cryptography is not a necessary prerequisite for providing
security. The new cryptographically simple protocols mentioned in Observation 3 [140,

141,143,182] can be seen in this context. This race for computationally simpler solutions
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constitutes the biggest quantity of RFID security publications.

Even though standard cryptography is not feasible for the current generation of RFID
tags, implementations of such more complex algorithms still present a valuable research
field. This is due to the fact that RFID tags can be expected to provide more re-
sources in the future. Additionally, in less cost critical applications using tags with
more resources is economically justifiable. Such systems, for example banking systems
containing mandatory sensitive information, usually employ far less tags than typical
EPC applications. Typical publications in this research complex include efforts to adapt
standard cryptography to RFID limitations, like Feldhofer et al.’s previously mentioned
AES implementation [54] or initial efforts to make public key cryptography (PKC) avail-
able on RFID systems. Typical examples for the latter topic are recent publications on
elliptic curve cryptography (ECC) on RFID. For example, Batina et al. present an
elliptic curve generator for RFID tags in [13] and adaptations of RFID protocols for
elliptic curve cryptography in [14]. However, to the best of our knowledge, there are no
experimental implementations of this technology. Therefore, these advancements have

yet to prove their practical feasibility.

Apart from these two main development streams there are some side developments
usually consisting of only few publications. Such "one paper" research areas include
malware and exploits [158|, non protocol specific attacks [98] and integration of different
solutions [156]. We believe that the last topic will grow in importance when the current
solutions for security issues are incorporated into the next generation of RFID tags.
Furthermore, there is little work on RFID in practical use, like for example Molnar’s
and Wagner’s research on library RFID systems [132|. Such work can show important
elements in the lifecycle of typical RFID applications and provide valuable lessons for

further RFID deployment.
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Juels et al. [87]

Hoepman et al.

[74]

Carluccio et al.

[29]

Regional focus | Malaysia European  Union | Germany
(especially Dutch)
Threats Identity theft, | Guessing the access | concentrates on
tracking,  hotlist- | key, tracking tracking
ing, biometric
feature erosion due
to automation and
spillovers
Function e-comierce ubiquitous identifi- | ubiquitous  track-
Creep cation and tracking | ing, only implicitly
mentioned
Conclusion on | Threatened Threatened Threatened
security through unau- | through unau- | through weak
thorized reading thorized  reading | access control and
and irrevocable | confidentiality
certificates mechanisms
Conclusion on | Threatened Threatened via | Threatened
privacy through unau- | sidechannels and | through pOssi-
thorized reading possible  informa- | bility of tracking
tion disclosure
Improvements | Faraday cages, pri- | No RFID, Online | none, but negative

vate collision avoid-

ance, larger secrets

authentication, on

tag template check

vision of tracking

database

Table 4.4: Comparison of e-passport analysis
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4.3.7 Observation 7: RFID equipped e-passports are considered

insecure

Recently, as mentioned above several researchers focused on RFID equipped e-passports
also called MRTDs following the ICAO specification. Juels et al. [87], Hoepman et al.
Hoepman et al. [74] and Carluccio et al. Carluccio et al. [29] all focused on passports
from different countries and more or less independently found that the security and
privacy features of actual passport implementations raise serious concerns. Main issues
in this context are a potential function creep when the e-passports and their environ-
ment are used for additional purposes like for example e-commerce. This, especially
in combination with other trends like automatized passport checks, has a tendency to
erode existing security mechanics. Moreover, privacy appears to have been of minor
importance when designing the specification. All authors find the privacy protection of
e-passports weaker than the security features. This allows tracking and hotlisting up
to a global level. Carluccio et al. [29] explicitly describe the construction of a global
tracking database by an adversary, able to break the basic access control features of

e-passports.

Along with their security discussions, the various authors also give some recommenda-
tions for possible improvements. For example, Juels et al. advise to put passport check
terminals inside a faraday cage installation to prevent adversaries from eavesdropping
on the communication. Moreover, they see private collision avoidance as a necessary
improvement to keep other layers (see section 4.2.4) of RFID systems from compro-
mising passport bearer privacy. Hoepman et al. take an even more rigid approach to
privacy protection and advise to redesign e-passports without RFID, based on smart
card technology. Because legitimate e-passport checks require optical access, this would

only limit the amount of potential misuse, but not the intended use.

Another, rather sensational misuse of RFID equipped e-passports are RFID-bombs,
often referred to as "American-sniffing bombs". By attaching an RFID reader to a

bomb, terrorists could easily discover victims of the intended nationality, most likely
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Americans. Such bombs are mentioned in two of the examined publications [74,87|. In
addition, the information leaking from e-passports could be used by criminals to identify

potential victims from wealthy countries.

4.4 Discussion and statistics

In this section we will examine how the current publications on RFID security and pri-
vacy are connected to our observations and assert our positions. tables 4.5 to 4.11 list
the publications in our literature review. You may note that they are mostly identi-
cal with the papers listed in Avoine’s bibliography. This is due to the fact that after
discovering this site, we have added almost all publications listed there to our list of
references, because of their relevance for our research field. Subsequently, in table 4.15
we will see in detail, which publication corresponds with our observations referring to

statistical facts.

Now we will take a look at the meaning of each of the columns in tables 4.5 to 4.11. The
first one gives each publication’s author(s) and reference, the next two columns state
to which of the development steams (if any) in Observation 6 (see section 4.3.6) the
paper belongs in our view. These are either the low cost topic for typical EPC tags or
any attempts to make "high tech", namely conventional cryptography feasible on RFID.
The third column shows if the paper contains a new protocol (or improvements to an
existing one), while the fourth column tells whether it contains material on security
models. Finally, the last column shows papers, demonstrating successful attacks or
present formal mistakes in the protocol. Papers in this last category often automatically

falsify the claim on provable security made by protocol inventors.

In the context of this section it is important to note that some protocols are presented in
more than one publication, therefore not every single entry in the corresponding columns
of the tables denotes a new protocol. An entry to the column "analysis/attack" does

not always mean that a protocol has been proven insecure, in some cases publications
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marked there only show possible attacks that might even have been foreseen by the
protocol inventors. The authors of subsequent publications sometimes only put more
emphasis on the importance and damage potential of such an attack. Moreover, you will
note that some entries are between brackets. This denotes the fact that a publication
does not conform fully with the intended meaning of this category. For example some
authors present minor refinements to existing protocols, which do not constitute a new

protocol but do nevertheless add to our knowledge in this category.

When studying tables 4.5 to 4.11 you will further notice that some of the listed publica-
tions are not corresponding with any of our selected categories. To briefly explain the
value and relevance of these papers for our review the subsequent tables 4.12 to 4.14
feature some short notes on their contents. This table is comprised of the publications

citation, its title and a note which gives the previously mentioned explanation.

Finally, table 4.15 will give a rough overview on our empirical findings. Here you can
see the numbers of publications corresponding with each category in the overview tables

as well as those without any category in this review.

Of the 157 publications we selected for this literature review, we found more than hun-
dred that deal with low cost issues, new cryptographically simple protocols or are in
any other way connected to our identified low cost development stream. Although we
found only 18 publications conforming with our second identified development stream,
the possibility to integrate conventional cryptography like AES or even simple public
key cryptography into RFID environments is fairly new. Most of the publications listed
in this category appeared only recently, therefore we expect to see much more such

publications in the near future.

Moreover, the growing importance of RFID identification and authentication protocols
is quite obvious regarding the fact that we found 75 publications out of the 157 to be
at least somehow connected to RFID protocols. Even though, a considerable number
of these papers contain only minor refinements to already known protocols, we still see

that a remarkable amount of the examined literature is concerned with cryptographic
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solutions and RFID protocols of all sorts. Lately, we see a beginning and growing
correspondence between publications on conventional cryptography and protocols in
the RFID context. This shows that the attempts to adapt well known cryptographic
solutions to RFID have developed far enough to allow their incorporation into all sorts
of formalized protocols. Furthermore, this fact indicates that researcher’s interest moved
from theoretical resource considerations to more practical implementation issues recently

(see section 4.3.3).

Regarding Avoine’s and Oechslin’s early statement that there are only very few authors
who provide formal security analysis of RFID protocols, we have already outlined the
changes RFID research undergoes at the moment in section 4.3.6. Here we can see that
15 papers of our literature review offer such formal analysis or describe detailed attacks
against protocols. As you can see in the detailed overview tables 4.5 to 4.11 most of

them appeared only recently.

Our seventh observation (see section 4.3.7) addressed only three publications of our
literature base. However, we discovered references to a fourth publication, but were
unable to receive a copy of this paper. Therefore, we had to base our observation on
only the three papers we were able to retrieve. Nevertheless, these three do already give

an overview on the popular topic of e-passports and their potential misuse.
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Low High Protocol | Model | Analysis

Cost Tech / attack

topic
Landt [107] 0 0 0 0 0
Sarma et al. [166] X 0 0 0 0
Feldhofer [52] X 0 (x) 0 0
Juels and Pappu [88] X 0 (x) 0 0
Weis et al. [187] X 0 X 0 0
Sarma et al. [167] X 0 0 0 0
Vajda and Buttyan [182] X 0 X 0 0
Juels et al. [89] X 0 0 0 0
Ohkubo et al. [137] X 0 X 0 0
Kumar [103] 0 0 0 0 0
Inoue and Yasuura [7§] X 0 0 0 0
Feldhofer [53] x 0 x 0 0
Good et al. [63] 0 0 0 0 0
Brito [20] 0 0 0 0 0
Juels [82] X 0 (x) 0 0
Henrici and Miiller |71] X 0 X 0 0
Spiekermann and Berthold | x 0 0 0 0
[173]
Henrici and Miiller [72] X 0 (x) 0 0
Saito et al. [163] X 0 X 0 X
Fishkin et al. [57] X 0 0 0 0
Feldhofer et al. [54] 0 X 0 0 0
Avoine [5] X 0 0 0 X
Ranasinghe et al. [148] X 0 0 0 0

Table 4.5: Enumeration of Publications in the literature review (Part 1)
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Low High Protocol | Model | Analysis

Cost Tech / attack

topic
Ranasinghe et al. [147] 0 0 0 0 0
Juels [81] X 0 X 0 0
Molnar and Wagner [132] X 0 (x) 0 0
Juels and Brainard [86] X 0 0 0 0
Hennig et al. [70] X 0 0 0 0
Engberg et al. [48] X 0 X 0 0
Floerkemeier et al. [58] X 0 0 0 0
Hanke [66] x 0 0 0 0
Juels [83] 0 0 0 0 0
Avoine and Oechslin [10] X 0 0 0 0
Saito and Sakurai [164] X 0 (x) 0 0
Weis [186] x 0 (x) 0 0
Juels [85] X 0 0 0 0
Staake et al. [174] X 0 0 0 0
Avoine and Oechslin [9] X 0 X 0 0
Aigner and Feldhofer [1] 0 X 0 0 0
Rhee et al. [151] X 0 X 0 0
Ayoade et al. [11] 0 0 0 0 0
Rieback et al. [152] X 0 0 0 0
Kinoshita et al. [100] 0 X X 0 0
Lee et al. [111] X 0 X 0 0
Rieback et al. [153] 0 0 0 0 0
Garfinkel et al. [60] 0 0 0 0 0
Juels et al. [90] 0 X 0 0 0

Table 4.6: Enumeration of Publications in the literature review (Part 2)
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Low High Protocol | Model | Analysis

Cost Tech / attack

topic
Spiekermann [172] 0 0 0 0 0
Rieback et al. [157] X 0 0 0 0
Yeo and Kim [192] X 0 X 0 0
Kwak et al. [105] X 0 X 0 0
Kang and Nyang [93] X 0 X 0 0
Fabian et al. [51] X 0 0 0 0
Chang [32] X 0 X 0 0
Bono et al. [17] 0 0 0 0 (x)
Yang et al. [191] X 0 X 0 0
Wolkerstorfer [189] 0 X 0 0 0
Molnar et al. [131] X 0 X 0 0
Dominikus et al. [46] 0 X X 0 0
Chabanne and Fumaroli [31] | x 0 (x) 0 0
Carluccio et al. [28| 0 0 0 0 0
Juels and Weis 91] X 0 X 0 0
Avoine et al. [§] X 0 (x) 0 0
Gilbert et al. [62] X 0 0 0 X
Lim and Korkishko [118] X 0 0 0 0
Gao et al. [59] X 0 (x) 0 0
Kfir and Wool [98] X 0 0 0 0
Juels et al. [87] 0 0 0 0 0
Hancke and Kuhn [68] 0 (x) 0 0 0
Dimitriou [44] X 0 0 0
Zhang and King [196] X 0 (x) (x) (x)

Table 4.7: Enumeration of Publications in the literature review (Part 3)
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Low High Protocol | Model | Analysis

Cost Tech / attack

topic
Juels [84] 0 0 0 0 0
Avoine [6] 0 0 0 X 0
Ateniese [4] X 0 X 0 0
Molnar et al. [130] 0 0 0 0 0
Karjoth and Moskowitz [94] | x 0 0 0 0
Nohara et al. [135] X 0 (x) 0 0
Lee and Verbauwhede [112] X 0 X 0 0
Choi et al. [35] X 0 X 0 0
Zhang and King [197] X 0 0 X 0
Karthikeyan and Nesterenko | x 0 X 0 0
|95]
Stapleton-Gray [175] 0 0 0 0 0
Roussos [161] (x) 0 0 0 0
Nguyen et al. [134] X 0 X 0 0
Lee et al. [110] X 0 X 0 0
Liu and Peng [120] 0 X 0 0 0
Israsena [79] X 0 (x) 0 0
Tuyls and Batina [181] 0 (x) 0 0 0
Dimitrou [45] X 0 X 0 0
Tsudik [180] x 0 x 0 0
Kirschenbaum and Wool [101] | x 0 0 0 0
Reid et al. [150] 0 X (x) 0 0
Rieback et al. [158] (x) 0 0 0 0
Rieback et al. [159] (x) 0 0 0 0

Table 4.8: Enumeration of Publications in the literature review (Part 4)
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Low High Protocol | Model | Analysis

Cost Tech / attack

topic
Rieback et al. [154] 0 0 0 0 0
Lohman et al. [121] 0 0 0 0 0
Castelluccia and Avoine [30] | x 0 X 0 0
Calmels et al. [25] 0 X X 0 0
Kim et al. [99] X 0 0 0 0
Juels and Weis [92] X 0 0 X 0
Whong et al. [190] X 0 X 0 0
Katz and Sun Shin [97] X 0 (x) 0 0
Bringer et al. [19] X 0 (x) 0 0
Chatmon et al. [33] X 0 X 0 0
Piramuthu [145] X 0 (x) 0 0
Piramuthu [144] X 0 (x) 0 X
Halamka et al. [65] 0 0 0 0 0
Hoepman et al. [74] 0 0 0 0 0
Hancke [67] X 0 0 0 0
Zhai et al. [195] X 0 X 0 0
Choi and Roh [36] X 0 X 0 0
Park et al. [139] X 0 X 0 0
Buttyan et al. [24] X 0 (x) 0 0
Carluccio et al. [29] 0 0 0 0 0
Carluccio et al. [27] 0 0 0 0 0
Peris-Lopez et al. [140] X 0 X 0 0
Yu et al. [193] 0 0 0 0 0
Lehtonen et al. [113] X 0 0 0 0

Table 4.9: Enumeration of Publications in the literature review (Part 5)
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Low High Protocol | Model | Analysis

Cost Tech / attack

topic
Kumar and Paar [104] 0 X 0 0 0
Sakiyama et al. [165] 0 X 0 0 0
Haselsteiner and Breitfuss [69] | 0 0 0 0 0
Poschmann et al. [146] 0 X 0 0 0
Seo and Kim [169] X 0 X 0 0
Kwon et al. [106] X 0 0 0 X
Batina et al. [13] 0 X 0 0 0
Damgard and Ostergaard [41] | 0 0 0 (x) 0
Burmester et al. [23] 0 0 0 X 0
Burmester et al. [22] 0 0 (x) (x) 0
Bringer and Chabanne [18| X 0 (x) 0 (x)
Peris-Lopez et al. [142] 0 0 0 0 0
Peris-Lopez et al. [141] X 0 X 0 0
Bailey and Juels [12] X 0 0 0 0
Roussos and Moussouri [162] | x 0 0 0 0
Rieback et al. [156] X 0 0 0 0
Peris-Lopez et al. [143] X 0 X 0 0
Nohl and Evans [136] X 0 0 0 X
Lim and Kwon [119] X 0 X 0 0
Katz and Smith [96] X 0 0 0 X
Lehtonen et al. [114] 0 0 0 0 0
Heydt et al. [73] 0 0 0 0 0
Vaudenay [183] 0 X 0 0
McLoone and Robshaw [127] | 0 X (x) 0 0

Table 4.10: Enumeration of Publications in the literature review (Part 6)
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Low High Protocol | Model | Analysis
Cost Tech / attack
topic

Cui et al. [40] 0 X b 0 0

Conti et al. |39] X 0 X 0 0

Batina |14] 0 X X 0 (x)

Defend et al. [43] X 0 0 0 X

Cichon et al. [38] X 0 (x) 0 0

Tan et al. [177] X 0 X 0 0

Bolotnyy and Robins [16] X 0 X 0 0

Lu et al. [122] X 0 X 0 0

Solanas et al. [171] X 0 X 0 0

Li and Deng [116] X 0 0 0 X

Li and Wang [117] X 0 0 0 X

Le et al. [108] X 0 X (x) 0

Mirowski and Hartnett [128] | x 0 0 0 0

Chien and Chen [34] X 0 X 0 X

Lemieux and Tang [115] X 0 X 0 0

Table 4.11: Enumeration of Publications in the literature review (Part 7)
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Title

Note

Shrouds of Time: The history of

RFID timeline and development

[107] | RFID decades
Interaction of RFID Technology and | proposes RFID policy based on "10
[103] | Public Policy Commandments of computer ethics"
|63] | Radio Frequency Id and Privacy | Threat and best practicy overview,
with Information Goods advocating use of technical solutions
[20] | Relax, don’t do it: Why RFID Pri- | Opposes RFID regulation and
vacy Concerns are Exaggerated and | doubts the relevance of tracking
Legislation is premature threats
Low-Cost RFID Systems: Con- | Gives an early overview on proposed
[147] | fronting Security and Privacy solutions
[83] | RFID Privacy: A Technical Primer | Overview on some aspects of RFID
for the Non-Technical Reader security
[11] | A prototype System of the RFID | Framework for an online authentica-
Authentication Processing Frame- | tion scenario
work
Uniting Legislation with RFID | Predecessor of guardian papers,
[153] | Privacy-Enhancing Technologies emphasizes legal requirements for
RFID and necessities to fulfill them
[60] | RFID Privacy: An Overview of | Overview on technologies and
Problems and Proposed Solutions threats
Perceived Control: Scales for Pri- | Scales to measure "perceived" pri-
[172] | vacy in Ubiquitous Computing En- | vacy by users
vironments
[28] | Electromagnetic side channel analy- | Initial results of an attempt to re-

sis of a contactless smart card: first

results

cover ciphers physically

Table 4.12: List of Publications without Category (Part 1)

95




Chapter 4 Literature Review

Title Note
|87 | Security and Privacy Issues in E- | Analysis of the International Civil
passports Aviation  Organization  (ICAO)
specification on Machine Readable
Travel Documents (MRTD)
[84] | RFID Security and Privacy: A re- | literature review (see section 3.1.2)
search Survey
Privacy for RFID Through Trusted | Trusted computing on RFID readers
[130] | Computing - splitting core functionality, policy
engine and user auditing engine
Would Macy’s Scan Gimbels? Com- | Considerations about RFID based
[175] | petitive Intelligence and RFID business intelligence
The Evolution of RFID Security RFID’s history and its influence on
[154] further development
Analysis of power constraints for | Compares RFID resources to power
[121] | cryptographic algorithms in mid- | requirements of several crypto-
cost RFID tags graphic algorithms
|65] | The  Security Implications of | Analysis of RFID body implants
VeriChip Cloning
[74] | Crossing Borders: Security and Pri- | analysis and fundamental improve-
vacy Issues of the European e- | ment suggestions
Passport
[29] | E-passport: the global traceability | privacy discussion using german
or how to feel like an UPS package | passports as case study
[27] | Implementation details of a multi | Presents fake devices for RFID test-
purpose ISO 14443 RFID-tool ing
Securing RFID with Ultra-wideband | new communication channel to pro-
[193] | Modulation vide security

Table 4.13: List of Publications without Category (Part 2)
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Title Note
[69] | Security in Near Field Communica- | Use Cases for NFC

tion (NFC)

RFID Systems: A Survey on Secu- | overview on different security ap-
[142] | rity Threats and Proposed Solutions | proaches

Strengthening the Security of Ma- | Blocking illicit scanning of RFID de-
[114] | chine Readable Documents by Com- | vices by limiting some information

bining RFID and Optical Memory | to an optical channel

Devices
[73| | Vulnerabilities in first-generation | vulnerabilities of RFID-enabled

RFID-enabled credit cards

credit cards in practice

Table 4.14: List of Publications without Category (Part 3)

Category Number of Publications
Low Cost topic 103(3)

High Tech 16(2)

Protocol 52(23)

Model 4(4)

Analysis / Attack 11(4)

None 26

Total 157

Table 4.15: The literature review in numbers
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Chapter 5

Conclusion and Additional Issues

In this section we will look at some conclusions to our RFID literature review and point
out some points for future research we have seen during our examination. Finally, we

will use this chapter to give some final remarks.

5.1 Summary

In this work we have seen that RFID we have examined the state-of-the-art in RFID
research and also discussed some observations on it. Initially, we considered the use of
RFID and its history, which dates back for quite some time. Following an anecdotic line
of arguments, it can be dated back to the Big Bang (see section 1.2) but realistically
to the Identification Friend or Foe System, invented in the middle of the 20th century.

Nevertheless, the development we were interested in only took place in recent years.

Therefore, we subsequently discussed the structure and functionality of modern RFID
systems. In addition to the basic parts of an RFID system (reader, tag, data processing
subsystem), we also examined the differences of the forward and backward communica-
tions channels and the possible anti-collision behavior alternatives available for RFID.

Moreover, we looked at the relevant standards in the RFID field, namely the ISO-14443
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and ISO-15693 standards for contactless smart cards and the standards for EPC tags.
The latter were examined by looking into the general functionality of the EPCglobal
Network, the functional base for the famous "internet of things" [179]. Moreover, we
examined common attacks possible in RFID environments and some examples of RFID

systems already in use.

In the next chapter, we took a look at other literature reviews in both the RFID and
the security complex. We have seen that only few literature reviews provide insight into
our particular topic. Nevertheless, both aspects of the topic, namely security and RFID,
have received attention from authors of literature reviews. Therefore, we did examine

some reviews dealing with only one of our two topics in that chapter.

Afterwards, we started our actual literature review by specifying our methodology. In
the following section, we gave an overview on the current state-of-the-art in RFID se-
curity and privacy. There, we examined literature on RFID specific attacks and prob-
lems, common RFID security proposals and ways to adapt conventional cryptography to
RFID. Moreover, we took a look on publications addressing RFID security models and
e-passport security. To cover some emerging topics in RFID, we also included publica-
tions on RFID in use and the integration of different approaches to security and privacy
in this section. Subsequently, we gave our observations based on the literature on these
topics. In the final section of this chapter, we discussed our findings in a statistical

context and showed what publications correspond with which observation.

5.2 Possible research directions

During our literature review, we identified a number of open questions in this field.
Apart from designing new protocols and conducting security analysis of their properties,
interested researchers might find rewarding open questions like the construction of a
holistic RFID security model. Until now, no presented model offers a way to analyze

security and privacy aspects of all three RFID layers explained in section 4.2.4.
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Furthermore, publications on ways to integrate different RFID security proposals into a
holistic set of security measures like in [157] are needed to provide practical relieve to

some of the pressing concerns potential RFID users have.

5.3 Final remarks

Finally, it is noteworthy that RFID is still a technology under development, which
can be expected to change significantly during the coming years. We have previously
seen that RFID is an emerging technology and that publications in the various related
research areas arise increasingly fast. The range and types of these publications change
significantly and new protocols for secure RFID communications appear at an fast rate.
We believe that this trend will not change for some time, as even in the time needed for

the creation of this work the RFID landscape underwent considerable change.
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